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Chromatography Data Systems

INTRODUCTION

Chromatography is an anaytical technique used in virtually all areas of the pharmaceutical and

biotechnol ogy industriesto detect or measure compounds during the course of product development and
manufacture. It can be used for the measurement of active ingredients, raw materials, impurities and
determining the stability of active substancesin final preparations. The chromatograms from these
analytical methods produced are generated, displayed, integrated and results cal culated by a software
application called a chromatography data system (CDS).

This chapter presents some approachesto prospectively and retrospectively validating client server
networked CDS based on case studies; in addition the business benefits that can be exploited from the
implementation of electronic signatures when remediating or updating alegacy chromatography data
system are presented.

What is a Chromatography Data System?

This section discusses the operation of achromatography data system from the perspective of atypical
laboratory process or workflow; Figure 1 shows the overall sequence of eventsthat atypical datasystem
should perform. Thisisageneralised approach to the operation of a"typical" data system; further detailson
the subject arein the articles by McDowall [1, 2] and the book by Dyson [3].

Method Files

The start of the data acquisition operation of achromatography data system isto build amethodfile. Thistdls
the data system how to acquire data and process and interpret the results. A method file should control:
- Thedatasampling rate of the analogue to digital (A/D) converter [4],

When to start and stop the integration of the chrometogram,

Whether peak areas or heights should be used,

Retention time windows and identification of the analytes and internal standard

Allocate the method to cal culate the analyte amount or concentration.

A name, number or amixture of both should identify individual method files within the system. In addition, the
system should be able to provide facilities for version control of method files to ensure that control is
maintained over the method for the lifetime of itsuse. Part of the control function must be access control to
identify the individuals who can create, modify or delete analytical methods. If amethod has been modified
then copies of the modifications must be stored with the data processed by that method. Thisisto providean
audit trail for the dataand results produced by aversion of amethod. However, when devel oping methods,
flexibility with method filesis essential and adefault method should be avail able to acquire dataand then
feedback to anormal method.

Naming Conventions

When alaboratory uses a client-server CDSthere will be an urgent need to consider naming conventionsfor
method, sequence and all datafileswithin the datasystem. Any CDS must have sufficient capacity for naming
all of filesthat would be created by the system over areasonable time period to aid efficient archiving and
unambiguousidentification of thesefiles. Therefore for efficient management of data files and methods,
naming conventions should be introduced. Any naming convention system must ad users, quaity assurance,
and regulatory inspectors.
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Figurel: Workflow for a Typical Chromatography Data System

A naming convention should be based on the workflow undertaken by alaboratory. Thisisto allow
efficient archiving of databut just asimportantly, the efficient retrieval of data. Some ideas might be:
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Organise the data around drug products or development projects, as thisis how the work is structured
and how project teams are organized asthiswill help retrieve datato aid 21 CFR 11 compliancefor
ready retrieval of electronic records.

Major subdivisions of each project should be based around the type of work done e.g. method
development, method validation, pre-formulation etc.

Sequence File

The sequencefileisthe run list or order that the samples, standards, quality control samplesand blankswill be
injected into the chromatograph; thisisessentia asit putsin context to theindividual datafiles. Each sequence
file or each injection must be linked with amethod file to processthe resulting data. For laboratorieswith large
numbers of samplesfor asingle method, the sequencefile will usualy belinked with asingle method. Smaller
|aboratories may need the flexibility to link the sequence file with several methods during the courseof asingle
analytical run for maximal use of equipment resources.

Each sampleto be analysed should be identified in the sequencefile as one of the following types:
Unknown
Calibration standard
Quiality control
Blank
Depending on the data system involved, at least thefirst two options are availableto auser. There may also be
asample number to link the injection to the physical sample used for analysis.

Interpretation of Chromatographic Data

After themethod file and the sequence file have been set up the analytical runis started and data are collected.
A datafile containing the A/D datasliceswill be obtained for each chromatographic run and sampleinjected. It

isimportant from scientific and regulatory considerations that the datafiles must not be capable of alteration.
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Figure 2. A typical chromatogram of an active substance separation from impurities degradation
products

Moreover, they must not be overwritten either if the same sample information is assigned to an assay or if the

disc becomesfull. Thisisan areafor consideration when validating the chromatography data system; asyou
must know what happensto your datafiles, especially in aregulated environment.
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The datasystem will interpret each datafile, identifying theindividual peaks and fitting the peak baselines
according to the parameters defined in the CDS method as shown in Figure 2. The data systems should have
the ability to identify whether the peak baselines have been automatically or manually interpreted. Thisisa
useful feature for compliance with Part 11 to indicate the number of times a chromatogram has been
interpreted.

Most data systems should be able to provide arealtime plot, so that the analyst can review the chromaiograns
asthe analytical run progresses. In addition, the plotting options of adata system should include:
. Fitted baselines;
Peak start/stop ticks;
Named components,
Retention times;
Timed events e.g. integration start/stop;
Runtimewindows and user defined plotting windows,
. Baseline subtract;
Each of these options should be enabled or disabled by a user.

An overlay function should be availabl e to enable you to compare results between samples. Thiswill be used
to compare chromatograms from the same run sequence aswell as chromatograms from different sources. The
maximum number of overlayswill vary from data system to data system but aminimum of 6-8 is reasonable
and practicable. More overlays may be technically possible, but the amount of useful information obtained
may belimited. Overlaysthat can be offset by an amount determined by the user are useful to highlight certain
peak information. ldeally, the overlay screen should have hidden lines removed and be able to be printed.

Calibration

Calibration isaweak areawith most data systems, as most chromatographers use many waysto calibrate their
methods as evidenced by the multitude of calibration options available. Often these methods are basic and lack
statistical rigour, asthe understanding of many chromatographers, where calibration is concerned, can be poor.

Within apharmaceutical analysislaboratory, the number of calibration model optionsthat can be successfully
used isusually limited to:
Bracketed standards at one concentration or amount for bulk drug or finished product assays
Response function for all analytes
Average by amount for bulk drug and finished products
Multi-level or linear regression for related substances and degradation products
Within each calibration type, the data system must be able to cope, sufficiently flexibility, with variations
in numbers of standards used in a sequence and types of standard bracketing. Theincorporation of ablank

standard into the calibration curve should always be an option.

Each plot of an analytein amultidevel or linear regression calibration model must contain an identifier for that
calibration line and the analyte to be determined. The calibration curve should show all calibrating standards
runin any particular assay. |n assays containing morethan one analyteit will be necessary to interpret all the
calibration graphs before the calculation of results. Again, thisisan areathat is poor for data system as many
only offer onelinefitting method for all analytesin the run resulting in compromises.

User Defined Analytical Run Information

The system should be capable of collating user-defined parameters (e.g. height, area, ratios, concentrations etc)
for selected analytes from a sequence of runs. After collation system defined and/or user defined statistical

calculationswill be carried out on the data generated. The type of calculations required should include mean,
standard deviation, analysis of variance and possibly significance testing.
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Reports and Collation of Results

Ideally, the report following an individual chromatogram should contain both elementsthat are user definable
and those, which are standard; this should enable the laboratory to customise areport. At the end of the
analytical run, a user defined summary report containing information such as sample 1D, area or height,
baseline and calculated analyte concentration should be created. This report can either be printed out or
transferred to aLIMSfor further analysis and interpretation.

Instrument Control

The primary interaction of the CDS with analytical instrumentation is with the output from the detector;
however, there are other considerations such asinstrument control. These can vary from system to system and
thefollowing options are available:
Contact closures for the control of chromatographic valves or associated equipment during analysisis
usually available for other supplier’ s equipment.
When the same supplier makes the data system and the chromatography equipment; control is more
sophisticated and more tightly integrated with the data system functions so control of the instrument and
set up of the data system can be achieved from a single workstation.
Communication with the auto-sampler via binary coded decimal (BCD) or equivalent communication for
sample continuity is, in my view essential, but is usually ignored by many and offered as an option by
many suppliers;
Remote monitoring of the chromatography system output including the instrument conditions.
The ahility to list the items of equipment (pump, detector etc) used for aparticular analysisisafunctionto
help to automate the administrative records associated with an analysis and help meet GMP compliance.

Architecture of a Networked CDS

A
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Figure 3: Schematic Diagram of a typical networked Chromatogr aphy Data System
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A typical networked chromatography data system will consist of several hardware components as shownin
F gure 3
Chromatograph: thisis the instrument that performs the analytical separation and can be ahigh
performance liquid chromatograph (HPLC), gas chromatograph (GC) or a Capillary Electrophoresis
(CE) instrument.
Dataacquisition viaan analogueto digital (A/D) converter from the instrument detector to the CDS and
convertsthe continuous analogue signal to anumber of discrete digital datareadings. Thisisan
optional item; if the instrument is controlled by the CDSthen dataare transferred digitally viathe
network cables running to the data system. Often the A/D unit can have buffering capability if the
network istemporarily unavailable and to prevent dataloss.
Network: transport medium for moving the data from theinstrument to a server for secure data storage.
Workstation (Client): for operating the CDS setting up an instrument, checking that the separation is
working correctly and interpreting the resultant chromatograms after the run is finished and reporting
theresults.

KEY REGULATORY REQUIREMENTS AND ISSUES WITH A CDS

Before discussing how to validate a chromatography data system, it isimportant to understand the
regulatory requirements and their interpretation. The responsibility for the validation rests with the system
or business process owner but from experience most do not understand fully the regulations they work
under or the risk mitigation strategies that need to be undertaken when validating a CDS.

The regulations and guidelines have aview on what is expected during the implementation and release of a
CDSaswell aswhat is expected when the system is operational and whenitisretired. In genera, the
emphasisis concerned with generating the proof to demonstrate that the computerised system is accurate
when validated and continues to be so when it is operational and that there is sufficient proof of
management awareness and control. To obtain proof of an action usually meansthat it must be
documented, although the format of documentation (paper or electronic) isleft open by all schemes.

The definition of Performance Qualification is documented verification that the computer related system
performsit functionsin accordance with the computerised system specification while operating in its
normal operating environment. [95].

The major point to make is that the laboratory must test the CDS asthey useit and not how the supplier has
tested it (i.e. inthe laboratory’ s operating environment, using the laboratory’ s analytical methods,
specifications and capacities and using the laboratory’ s networks).

Warning Letters and 483 Observations Involving CDS

Some of the key 483 observations and warning lettersinvolving chromatography data systems are
discussed in this section. Thisisnot an all-inclusivelist of non-compliances and the reader is encouraged
to look at the FDA web site to keep abreast of any changesin emphasis of inspections.

Gaines Chemical Company 483 Observations

In December 1999 [6] the FDA inspected the client server CDS operated in the QC Laboratories of the
company and found the following observations:
The CDS had never been validated and t here no documentation to assure that the system can operate
asintended
There was no change control
No security was enabled and anyone could access the system
No record of system configuration
The application audit trail had been deliberately turned off by the staff
No documentation of calculations performed by the system
The application security could be bypassed by using Windows Explorer; implying that files could be
deleted outside of the application and with no record
Passwords consisted of four characters and never expired
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When the system was operational anyone could access the application; the workstation had to be
turned on otherwise data could not be acquired
There were no SOPs for the operation of the system
Backup and recovery was not demonstrated and the storage conditions of backup tapes was not
verified
These observations reflect the situation in many small to medium sized companies that work in the
regulated environment.

Glenwood Warning Letter

In May 1999, Glenwood LLC received an FDA warning letter [ 7] that contained the foll owing non-

compliancerelating to their CDS software:
“Failureto validate the software programs, and ___,that areused to runthelaboratory
HPLC equipment, during analysis of raw materials and finished products. The__ software
does not secure data from alterations, losses, or erasures. The software allows for overwriting of
original data. There are no written proceduresfor the use of passwords, levels of access, or data
back-up”.

Apart from failure to validate the CDS application,. Therefore protection of all electronic records created

by any CDSisvitally important.

Gensia Scicor Warning Letter

A warning letter sent to the company in July 1999 [8] again reiterates theimportance of protecting and

preserving electronic records:
“ Failure to maintain laboratory recordsto include complete data derived from all tests necessary
to assure compliance with established specifications and standards[21 CFR211.194].
Specifically, your firmfailed to properly maintain electronic files containing data secured in the
course of tests from 20 HPLCSand 3 GLCS. Additionally, no investigation was conducted by
your company to determine the cause of missing data and no corrective measures were

implemented to prevent thereoccurrence of thisevent” .

The critical problem was loss of electronic records coupled with afailure to investigate the problem to stop
it happening again. Note the use of the predicate rule citation rather than 21 CFR 11.

Noramco 483 Observations

A bulk chemical company was inspected in May 2001 [9], the 483 observations highlight the detail of due
diligence that any CDS validation requiresin the 21 CFR 11 world. The observations are reproduced
below:

There was no assurance that data acquired onthe chromatographic client-server data
systemwas accurate, reliable and reproducible for analyses of .....
The CDSwas not validated to ensure the system produced accurate and precise data.
There was no documentation to show that the system'sability to handle overload situationsin
an orderly fashion.
There was no assurance of the program's behaviour when working at its limit. Functional
testing that includes volume and stress testing was not conducted to demonstrate the system's
behaviour.
Confidential and unique user logrins and passwords wer e not assigned to each analyst to
ensure data authenticity and integrity. Each workstation had a singlelog in name and
password, which was shared with all users.
There were no automatic computer generated time-stamped audit trails to ensure authenticity
and integrity of analytical data that was acquired and processed withthe CDS. Analyst's
transactions were not documented to show whether the analytical data were modified, copied
or deleted.
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Key |

There was no documented evidence that the CDSwas adequately configured and performed
asintended.

The firm did not have a system administrator that was responsible for system configuration
and control of accessto configuration tools that can modify or delete electronic records.
System administrator permissions and rights were given to some QC analysts who were also
responsible for analysing samples.

There was no control over how analystsinteracted with analytical data on the system.

The universal log-in and password system gives users rights and per missions to edit, modify
and delete data files. The systemwas not configured to deny analysts rightsto directories
and users did not have read / write access to analytical data on the system. Users could not
only modify their records but all records on the server. There was no written documentation
that established what limits and rightsthe I T groups assigned QC laboratory users.

There was no documented evidence to show that the firm periodically restored analytical
data fromits tape backup medium to ensure that data files could be reconstructed and were
not corrupted. 1T personnel did not know how to reconstruct the graphic data on

wor kstations and referred usto analystsin the laboratory to perform system administrator
tasks.

There was no documentation to show that analytical data on the chromatography network
could not be altered or modified by authorised users of the corporate network. The networks
are connected by a router, which enables data packets to move between networks. The
chromatography network did not have capabilities for tracking and controlling theintegrity
of each sample throughout its retention period. There were no protocols that explained the
logical security proceduresin place to prevent unlimited and unauthorised access to
chromatographic data files.

nspection Learning Points

Some of the key learning points from these inspections and warning | etters that we need to remember for

thevali

dation of any CDS are:

The CDS must be vdidated and the scope of work includes documenting any customisation or
configuration of the system

Include in the PQ testing, capacity tests for stress and overload conditions to comply with §211.63
(“adequate size”). The nature and extent of these capacity testswill vary depending on the
architecture of theindividual CDS system and also how an individual laboratory usesit.

Effective preservation of electronic recordsis vital to passing any inspection: have a procedure,
follow it and have documented evidence that it works. Use redundant hardware such as RAID disks
(Redundant Array of |nexpensive Disks) and uninterruptible power supplies (UPS) asafirst line of
defence against electronic record | oss.

Change control isvital and the process must include the I T department and the network

Security must be enabled, documented and tested.
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EXPLOITING THE BENEFITS OF ELECTRONIC SIGNATURES WITH A CDS

Rationale for Using Electronic Signatures

The Electronic Records; Electronic Signatures (21 CFR 11) final rule is an integrated regulation: subpart B
(electronic records) has requirements for signing electronic records whilst subpart C (electronic signatures)
has controls that are asimportant for ensuring the trustworthiness and reliability of electronic records as
well as electronic signatures. Therefore, to use legacy systemsin ahybrid modeisjust atemporary
solution before working completely electronically. In this section, the ways that the design of electronic
signatures can be implemented into a chromatography data system (CDS) will be discussed.

A prerequisite for this approach to succeed is the need for any software to be technically compliant with the
requirementsof 21 CFR 11. Therefore, it isimportant that before implementing electronic signatures that
the software used is technically compliant with the requirements of the regulation and the laboratory’s
interpretation of the regulation.

Thekey principle isthat to implement electronic signatures on an existing paper based processisnot just a
matter of electronically signing the calculated results. It requires adifferent philosophy and also requiresa
good understanding of the regulations that an organisation has to comply with and also the business
processes that will use electronicsignatures.

It isunlikely that an organisation will benefit implementing eectronic signatureson an existing
processunlessit has been implemented towork electronically [10].

Toillustrate this principle, the interim results from alaboratory where electronic signatures have been
designed into the process will be presented and discussed. The CDS isinstalled in apharmaceutical quality
control laboratory where the system used for both raw material and finished product analysis; there are
gpproximately 50 part -time users of the system. The current CDS version was not fully compliant with the
technical requirements of 21 CFR 11 and was to be upgraded to anew compliant version of the software
from the same vendor. Before the implementation of the new version, the current process was mapped and
analysed to seeif there were any opportunities for improvement and to make effective use of electronic

signatures.

Thereisalso aLIMSthat isoperational in some of the sectionswithin the Laboratories, however at the
moment there is amixture of both lab notebooks and aLIMS being used.

Mapping and Understanding The Current Process

Thefirst task when considering implementing el ectronic signatures isto map the current process. Thisis
relatively quick and the current laboratory high level processisshownin Figure4. We can seethat there
are parallel electronic and paper activities when chromatographic analysisis undertaken. For example,

when achromatograph is set up, a paper record (Lab Book) needs to be updated and checked. When results
are calculated the report and chromatograms printed out and the Lab Book updated and checked again.

It isimportant to analyse the current process:
- What are the process metrics? For example:

How many samples ae analysed?

What are the turnaround times?

Once thisinformation has been obtained, analyse the turnaround times and find out the reasons for

fast and slow turnaround?
Answers to these questions will give you the information to start to improve the process and make it more
effective and efficient.
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Figure4: Thecurrent processhighlighting the boundariesof the current version of the CDS

The boundaries of the current version of the chromatography data system are also shown in Figure 4. Inthe
current system the approval of results occurs outside of the chromatography data system on paper.

Optimising the Workflow to Use Electronic Signatures

Knowing the problems and improvement ideas from the analysis of the current ways of working, anew
process can be designed to exploit the use of electronic signatures. Itisimportant at this stage to ensure
that the new processis compliant with 21 CFR 11 and any predicate rule requirements and that the new
version of the CDS can support the new process as well. For example, where in the processwill you use
signatures and where will identifications of actions be sufficient?

In the example, the redesigned processis shown in Figure 5; the main differences are:
Elimination of the need to update the Lab Book for chromatographic analysis. Thisisaquick win
that is estimated to save about 0.3-2.6 FTE (Full Time Equivaentsor person years). Thisis
independent of implementing electronic signaturesinthe CDS
Expanding the scope of the CDS. In effect the approval of electronic records and calculated
resultstakes placein the CDS and the printout is an option.
Using the CDSto carry out all calculations rather than use a calculator or spreadsheet, this
streamlines the whole process for calculating, reviewingand approving results.
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Figure5: Theredesigned process highlighting the extended boundaries of the new version of the

CDS

The benefits of the process redesign when the CDSislinked to the LIMS would be in the region of 6-12
FTE. Thisisasurprising benefit but enables more capacity to be generated with the current laboratory

Print Results
& Transfer
Restlts to

LIMS
—

resources. Thisisagainst aone off cost of about 2 FTE for the process redesign, linking the system to the
LIMSand validation of the CDS and the datalink to LIMS.
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LIFE CYCLE APPROACH TO VALIDATION

GAMP Software Classification

A Chromatography data system should, in the author’ s opinion, be classified as GAMP category 4 and
where customized macros or calculations are involved GAMP category 5. Therationaefor thisisthat all
commercial CDS applications need configuration at least to acquire data from the various chromatographs
they are connected to or control these instruments.

Therefore the discussions on the life cycle and the validation will be based around this premise of a GAMP
4-5 software application.

CDS Life Cycle

An International Standards Organisation (1SO) system development life cycle model is shown in Figure 6
and isdepicted in the shape of aV; it is different from the GAMP“V model” [11] as the modéd below more
accurately represents user and supplier relationshipsin regardsto COTS products. Itisimportant to realize
that there is adivision between the user (above the ling) and the supplier (below it). The qualification
stages are condensed into a single stage under the control of the user below rather than presented as three
distinct stages that never occur in practice.

The left hand side of the V represents the design stages of the application, the bottom is the programming
and the right hand side is the testing stages of thelife cycle.

USER REQUIREMENTS is related to [ QUALIFICATION
SPECIFICATION (IQ, 0Q and PQ)

¥ $

FUNCTIONAL is related to STRUCTURAL
SPECIFICATION TESTING

v A

DESIGN UNIT AND MODULE
SPECIFICATION TESTING

SYSTEM BUILD

Figure6: A Syssem Development Life Cycle (SDL C) of a Chromatography Data System

Thismodel can be used to generate the documentation that could be produced during the system
development life cycle; the documents that could be produced are presented in Table 1 and the key ones are
discussed in more detail in the next section. Taken together all of these documentswill provide the
validation package to support the contention that the chromatography data system isfit for purpose. Note
please, that thisis asuggested minimum list; you may write less or more documents than outlined here.
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The extent that an individual validation differsto this approach will depend on the amount of regulatory
riskthat the organisation or laboratory management wishesto carry after the validation.

Document Name

Outline Function in Validation

Validation Plan Documents the intent of the validation effort throughout the wholelife cycle
Defines documentation for validation package
Defines roles and responsibilities of partiesinvolved

Project Plan Outlines all tasksin the project

Allocates responsibilities for tasks to individual s or functional units
Several versions as progress is updated

User Requirements

Defines the functions that the CDS will undertake

Specification (URS) Defines the scope, boundary and interfaces of the system
Defines the scope of tests for system evaluation and qualification
Risk Analysis and Prioritising system requirements: mandatory and desirable

Traceability Matrix

Classifying requirements as either critical or non-critical
Tracing testable requirements to specific PQ test scripts

System Selection Outlines the systems eval uated either on paper or in-house
Report Summarises experience of evaluation testing
Outlines criteriafor selecting chosen system
Supplier Audit Defines the quality of the software from suppliers perspective (certificates)
Report & Supplier Confirmsthat quality procedures matches practice (audit report)
Qudlity Certificates Confirmsoverall quality of the system before purchase
Purchase Order From supplier quotation selects software and peripheralsto be ordered
Delivery note used to confirm actual delivery against purchase order
Definesthe initial configuration items of the CDS
Installation Installation of the components of the system by the supplier after approval
Qualification (1Q) Testing of individual components
Documentation of the work carried out
Operational Testing of theinstalled system
Qudification (OQ) Use of an approved suppliers protocol or test scripts
Documentation of the work carried out
Performance Defines user testing on the system against the URS functions
Qudification (PQ) Highlights features to test and those not to test
Test Plan Outlines the assumptions, exclusions and limitations of approach
PQ Test Scripts Test script written to cover key functions defined in test plan
Scripts used to collect evidence and observations astesting is carried out
Documents any changes to test procedure and if test passed or failed
Written Procedures Procedures defined for users and system administratorsincluding definition
and validation of custom calculations, account management and definition of
logical security
Procedures written for I T related functions
Practice must match the procedure
User Training Initial material used to train super users and all users available
Material Refresher or advanced training documented

Training records updated accordingly

Validation Summary
Report

Summarisesthe wholelife cycle of the CDS
Discusses any deviations from validation plan and quality issues found
Management authorisation to use the system

Tablel: Typical Documentation for aCDS Validation
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KEY VALIDATION DOCUMENTS FOR A CDS

The main validation documents will be presented in this section, typically in the order in which they are
written and used in the system development life cycle, however there are differences that will depend on
individual circumstances.

Specifying the CDS Requirements

Defining the Basic CDS Functions

Thefirst document in the validation is usually the URS as this can influence the validation strategy outlined
inthe validation plan. From Figure 6 that the system requirements are rel ated to the tests carried out in the
performance qualification. Therefore, it isimportant to define the requirements for the basic functions of

the CDS, the adequate size, 21 CFR 11 requirements and consistent intended performance in the URS.
Remember from the draft FDA validation guidance [12] the URS provides alaboratory with the predefined
specifications to validate the CDS; without this document you cannot validate your CDS.

Itisimportant to realize that the URS is aliving document and must be updated as the system changes and
evolves; for example an URS should be written to select a system, it will then be reviewed and updated to
reflect the selected CDS and version that will be validated and the functions specific to the laboratory
whereit will beinstalled.

The main elementsin an URS should include the following major areas; each requirement must be

individually numbered and written so that it can be tested as noted later in this section:

. Overall system requirements such as: number of users, locations where the system will be used and
the instruments connected to the system; will terminal emulation be used?
Compliance requirements from the predicate rule and 21 CFR 11 such as. open or closed system
definition, security and access configuration of the software application induding user types,
requirements for dataintegrity, time and date stamp requirements, electronic signature requirements.
Data system functions defined using the workflow outlined in Figure 1 but ensure that capacity
requirements are defined such as maximumnumber of samples to be run, custom cal culations and
reports for the initial implementation and roll-out etc.
IT Support requirements such as: backup and recovery, off line archive and restore.
Interface requirements such as will the CDS be a standalone system or will it interfacewithaLIMS
andif so how?

System Specification Issues to Consider

Therefore, thefirst stagein the considerations for validating a CDSisto define al functionsin aURS; for
exampl e someor al of the following requirementswill beincluded in the document:
Data capture rates across all chromatographic techniques connected to the CDS. For example
conventional chromatography with arun time in the order of 20 minutes adata capture rate of 1Hz is
usually adequate. However for capillary GC 10-20 Hz may be appropriate and for CE ahigher rate
may be required depending on the overall migration time and the analyte peak shape.
Depending on your data system, several chromatographs may be linked into a collection workstation or
an A/D unit. Here consider if crosstalk (the interference from one channel to another) could be an
issueif the A/D chip is multiplexed across two or more channels and / or total sampling capacity of the
datacollection and buffering unit.
Has the maximum number of injections for an analytical run been defined? Thisisacritica
component, if 100 vials are routinely injected in arun, the system can't be tested with arun of only 10
samples as a user has not demonstrated adequate size. The specification must match the use of the
system including replicate injections.
Some data systems will be configured to collect datafrom Diode Array Detectors (DAD). If thisis
required, especially to analyse product, then the data collection and analysis will need to be checked as
part of the adequate size as some datafiles can bein the Mb range. Thefile delete option should not
be enabled to protect the el ectronic records generated.
Virtualy all client server CDS systems will have a buffering capacity within their A/D or data
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collection units (if acquiring digital datafrom chromatographs vianetwork interfaces). Therefore, so
part of the adequate size requirements must be the ability to capture and buffer dataif the network is
unavailable, followed by the successful transfer of data to the server when the network connectionis
re-established.

How many userswill there be on the system at the same time and will the system till perform its
functionsreliably? This number may be lower than the number of concurrent users that you have a
licensefor but thisisamajor requirement to definein the URS and test during the PQ. If the system
becomes unreliable or unstabl e as the number of usersincreases then the system owner cannot state
that the system has adequate size or can perform as intended.

These are some of the considerations for each installation of a CDS, onceinstalled in alaboratory
environment and on the organisation’s network it becomes unique. The number of users, network

components, server components, operating systems, software patches and laboratory configuration make it
s0, therefore you need to demonstrate that it works under you operating environment.

Documenting the System Requirements for Traceability
Although not mentioned in the regulations specifically, traceability of system requirementsto the testing

phaseisimportant for any system including a CDS, therefore the way that system requirements are
presented and managed isimportant.

Itisall very well the regulations stating that a user must define their requirementsin a URS, what does this
mean in practice? Table 2 illustrates one way that capacity requirements can be documented; each
requirement; note that each requirement is:
- Uniquely numbered
Written so that it can be tested, if required, in the PQ
Prioritised as either mandatory (M = essential for system performance) or desirable (D = niceto have
and the system could be used without it). This prioritisation can be used in risk analysis of the
functions and also for tracing the requirements through the rest of thelife cycle aswill be discussed in
alater section.

Remember as shown in Figure 6 that the URS functions are rel ated to the tests carried out in the

qualification phase of the life cycle. Therefore, if you have not specified the requirementsin this
document; how can you test them?

Reg Data System Featur e Specification Priority
No. M/D
3301 | TheCDS hasthe capacity to support 10 concurrent users from an M
expected user base of 40 users.
3302 | TheCDShasthe capacity to support concurrently 10 data acquisition M
channelsfrom an expected 25 total number of channels.
3303 | TheCDS hasthe capacity to support concurrently 10 digital acquisition D
channelsfrom an expected 25 total number of channels.
3304 | TheCDShasthe capacity to control concurrently 10 instrumentsfrom M
an expected 20 total number of connected instruments.
3305 | TheCDS hasthe capacity to simultaneously support all concurrent M
users, acquisition and instrument connects whilst performi ng all
operations such as reprocessing and reporting without |oss of
performance (maximum response time is <10 seconds from sending the
request).
3306 | TheCDS hasthe capacity to hold 20 GB of datalive on the system. D

Table2: How System Requirementsfor CDS Capacity can be Documented

Furthermore each requirement must be written so that it can be tested if required; according to IEEE
standard 1233 [13] awell-defined requirement must have the following:
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Capability:
Condition:
Constraint:
For more detail on how to write system requirements, refer to the paper by McDowall [14].

Review of the URS

Ideally, an independent group of users (persons not involved in writing the document) should evaluate the
URS and challenge each requirement and any interfacing requirements for the chromatographs or any other
computer applications. |f any missing requirements or inconsistencies can be found at this stage they are
easy and inexpensiveto correct. Therefore, the extrawork in ensuring that the system requirement
specification is correct are time and resources well spent; problemsthat can berectified at this stage are far
cheaper to solve than those identified later in the life cycle. When the system requirements specification is
complete, the outline selection tests can be generated that can be used to select a potential system and
reused later in the life cycle during the PQ testing.

Validation Plan

The name for this document varies so much from laboratory to laboratory: validation plan, master
validation plan or validation master plan or even quality plan. Regardlessof what itiscalledinan
organisation it should cover what stepswill be taken to demonstrate the quality and compliance of the CDS
inthelaboratory. Ideally it should bewritten as early in the process as possible to define the overall steps
that are required and the documents to be produced from each. Please see Chapter 5 for more details

System Selection

The purchase of anew CDS system should be aformal selection processto see if an application matches
the main requirements of the URS. The outline tests can be used to screen and select the system; anin-
house test can be an option if there is sufficient time and resourcesto do this. A selection report would be
the outcome of this phase of the work and would form part of the supporting evidence for the CDS
validation.

Supplier Audit

The majority of the system development life cycle for acommercial CDS will be undertaken by athird

party: the supplier; thisis shownin Figure 6 asal of the operations under the horizontd line. As
recommended by the GAMP Guide, Appendix M4 [11] asupplier audit should be undertaken to ensure that
the software was developed in aquality manner.

A supplier audit is also arequirement of European Union GMP requirements outlined in Annex 11 [15]
namely:
Clause 11.5: The softwareisa critical component of a computerised system. The user of such software
should take all reasonable stepsto ensure that it has been produced in accordance with a system of
Quality Assurance.

The supplier audit should take place once the product has been selected and the purpose is simply to seeif
the 1SO 9000 quality system is operated effectively. The evaluation and audit processis very important
part of thelife cycle asit ensures the design, build and testing stages (which are under the control of the
supplier) have been checked to ensure compliance with the regulations. The audit should be planned and
cover items such as the design and programming phases, product testing and rel ease, documentation and
support; areport of the audit should be produced after the visit.

Although many CDS suppliers are certified to | SO 9000 of some description and will offer you a certificate
that the system conformsto their quality processes. Thisisfine but please remember that thereisno
requirement for product quality in any 1SO 9000 schedule and if you look at the warranty of any software
product there is no guarantee that the CDS is either fit for purposeor error free. The certificatesarefine

Page 16 of 16



but if the system is critical to your operation my adviceisto consider asupplier audit.

The details of the format and how to conduct a supplier audit can be found in the GAMP guide [15] and in
two papers by McDowadl [16, 17].

Requirements Traceability and Risk Assessment

The next stagein the processisto carry out arisk assessment of each function determined on if the function
isbusinessand/ or regulatory risk critical (C) or not (N). Thetablesfrom the URS have two additional
columns added to the as shown in Table 4.

Reg Data System Featur e Specification Priority [ Risk Test
No. M/D N/C
3301 | TheCDS hasthe capacity to support 10 concurrent usersfrom M C TS05
an expected user base of 40 users.
3302 | TheCDS hasthe capacity to support concurrently 10 data M C TS05
acquisition channels from an expected 25 total number of
channels.
3303 | TheCDS hasthe capacity to support concurrently 10 digital D N -
acquisition channels from an expected 25 total nurrber of
channels.
3304 | The CDS hasthe capacity to control concurrently 10 instruments M C TS05
from an expected 20 total number of connected instruments.
3305 | TheCDS hasthe capacity to simultaneously support all M C TS05
concurrent users, acquisition and instrument connects whilst
performing all operations such as reprocessing and reporting
without loss of performance (maximum responsetimeis <10
seconds from sending the request).
3306 | The CDS hasthe capacity to hold 20 GB of datalive onthe D N -
system.

Table3: Part of a Combined Risk and Analysisand Traceability Matrix for aCDS

When the risk analysis column has been completed, the priority and risk assignments can be assessed
together. For aGAMP category 4, such as achromatography data system, this approach to risk analysisis
far simpler to understand and perform than the Failure Mode Effect Analysis (FMEA) process outlined in
the GAMP Guide[16].

Therisk analysis methodology outlined here isto take only those functionsthat are classified as both
Mandatory and Critical and consider them for testing in the qualification phase of the validation. Therefore
functions 3.3.03 and 3.3.06 are not considered for testing, asthey do not meet the criteria. Of the

remaining four requirements these all constitute capacity requirements that can be combined together and
tested under a single capacity test script, which in thisexampleis called Test Script 05 (TS05). Inthisway,
requirements are prioritised and classified for risk and the most critical one can be traced to the PQ test
script.

Installation Qualification and Operational Qualification

Installation Qualification (1Q)

Put simply thisistheinstallation of the components of the system with a check that each works correctly.
The best people to undertake thiswork will be the supplier, asthey know their products best. However,
there could be severa groupsworking on the installation qualification depending on the complexity of the
configuration of the CDS: supplier, system administrator from the |aboratory, I T department.
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For networked CDS systems the following activities would also be required, again depending on the
configuration of the system:
. Server (for data storage) installation by the I T department, server supplier or manufacturer
Installation of the A/D units or data collection serversto the corporate LAN
Processing or data review workstations either the I T department or contractors working on their
behalf (typically with an operating system configured to corporate requirements)
Network connection of the workstationsto the corporate LAN
Installation of the CDS application software for data processing on the workstations
Connection of the chromatographs to the A/D units or data collection servers

Many chromatographers are not familiar with the detail of the regulations or guidelinesthat they are
operating under and it is essential to ensure that essential documentation to be collected from these
activitiesis planned and collected proactively. Retrospective documentation of any phase of thiswork is
far more costly and time consuming. Therefore, reiterating the advice given earlier; plan thework in the
validation plan otherwise you'll end up with little from this phase of work and alarge compliance hole;
typically thiswill involve an installation plan.

Establish the Initial Configuration Baseline

The configuration baseline was established by doing an inventory of the whole system. Thisresultedin a
description of all the parts making up the Millennium system including hardware, software and
documentation.

Operational Qualification (OQ)

The operational qualification is carried out after the |Q and isintended to demonstrate that the application
worksthe way the supplier saysit will. Most supplierswill supply OQ scripts. These of necessity will

only cover asubset of functions and will not be a substitute for the user acceptance tests or PQ tests. Many
enterprising suppliers will sell part or the whole of their in-house test suites as their OQ packages, what you
have to be aware of isthat after completion of the OQ the system will be configured and you may haveto
execute testsin the PQ that reflect the way the system is now configured.

Typicaly the OQ is carried out immediately after the 1Q and the same person will execute both. Ensure
before they start that they are trained to do this and you have documented evidence of thissuch asatraining
certificate that is current at the time that the work was carried out.

What should be in an OQ? Herethis depends on asupplier and the marketing approach to this“value
added” package. Here are my views on the subject: the purpose of an OQ isto show that the software and
system works the way that the suppliers state it should.

To understand the purpose of an OQ more fully you need to understand how software is produced. Asthe
FDA acknowledgein their guidance for industry called Genera Principles of Software Validation [18], the
critical phase of development isthe design, writing and testing of the application. Production of the
software is simply the production of CD media and verification that the disk has been burnt correctly.
Therefore the main emphasisin software production is the correct design and release of the system, thisis
wherethe supplier’s certificate (or equivalent) of conformance/ validation / compliance with their internal
proceduresisimportant. Most of the work is done at the supplier’ ssite and the 1Q (have the files been
installed in their correct locations) and the OQ (does the software work correctly) are confirmation that the
software isthe same on your system.

Therefore the amount of OQ testing can berelatively small, as the supplier has carried out the bulk of the
work at their development site. The OQ isjust a confirmation that the out of the box software works as
expected: no configuration will be carried out, asthisisthe laboratory’ s responsibility.

In most cases, the OQ does not need to be very extensive to demonstrate this, especially when the software

isto be configured before the PQ is carried out e.g. security options, macros, custom calculations etc. The
reason isthat extensive testing of the baseline packageis of little value, asit will bare little relationship to
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thefinal operating software application.

However, before dismissing any supplier’s OQ as atotal waste of time and effort, you should, as part of a
critical review of the approach, map your requirementsto the supplier’ s package and find out what isbeing
done and can it form a substitute for work you would need to do in the PQ. Some examples may be
detailed instrument control functions and where your requirements match what is undertaken in the OQ
(typically for simpler software applications). Where thereisalot of laboratory customisation of the
application e.g. chromatographic spectral library involving your specific compounds, then the supplier’s
0Q packageisof lessor little help here.

Assess Supplier 1IQ and OQ Documentation
Any documentation provided by a supplier must be critically reviewed. Never accept documentation from
asupplier without evaluating it and approving it. Why? Go back to the regulations; look at the 21 CFR

211 current Good Manufacturing Practice requirements under Laboratory Controls and read section 8
211.160 subtitled “ General Reguirements[19]”.

(a) The establishment of any specifications, standards, sampling plans, test procedures, or other
laboratory control mechanisms required by this subpart, including any change in such
specification, standards, sampling plans, test procedures, or other laboratory control mechanisms,
shall be drafted by the appropriate organizational unit andreviewed and approved by the quality
control unit. The requirementsin this subpart shall be followed and shall be documented at the
time of performance. Any deviation fromthe written specifications, standards, sampling plans,
test procedures, or other laboratory control mechanisms shall be recorded and justified.

In essence, there needs to be awritten plan that is approved by the quality control or quality assurance
group within your organisation beforeit is executed. However, very few supplier 1Q and OQ documents
give space for the QC or QA group to sign off that they have reviewed the documentation. However, the
regulations go much further.

(b) Laboratory controls shall include the establishment of scientifically sound and appropriate
specifications, standards, sampling plans, and test procedures designed to assure that components,
drug product containers, closures, in-process materials, labeling, and drug products conformto
appropriate standards of identity, strength, quality and purity.

Now you see the reason for assessing the supplier 1Q and OQ documentation. The regulations require that
before execution the protocols have to be approved by the QC/QA unit and also that whatever iswrittenin
them needsto be scientifically sound. That iswhy you must review this documentation.

Also look at the requirements of the draft guidance for industry on 21 CFR 11 validation [12]; in section
5.4.3, entitled “How Test Results Should Be Expressed” there isthe following comment:

Quantifiable test results should be recorded in quantified rather than qualified (e.g., pass/ fail)
terms. Quantified results allow for subsequent review and independent evaluation of the test
results.

Therefore this gives you an additional factor for critical review of what you are purchasing. Explicitly
stated acceptance criteria must also be available rather than implying if al expected and observed results
match, then system passes.

If in doubt here’ s an exampl e of someone who did not do what is suggested here; in the warning letter sent
to Spolana[20], a Czech company, in October 2000, there isthe following citation:

Furthermore, calibration data and results provided by an outside contractor were not checked,
reviewed and approved by a responsible Q.C. or Q.A. official.
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Performance Qualification (PQ)

The PQ stages of the overall qualification of the system can be considered as the acceptance testing (this
can also be called end user testing), undertaken by the users and based upon the way that the system is used
inaparticular laboratory. Therefore, aCDS cannot be considered validated simply because another
|aboratory has validated the same software: the operations of two laboratories may differ markedly even
within the same organisation.

The functionsto be tested in the PQ must be based on the requirements defined in the URS and with the
numbering of individual requirements can be traced back to the system requirements. The mainissueis

how users can test software?

PQ Test Plan and Test Scripts

One way to document the is using an overall PQ test plan that outlines the features of the CDS to test and
those that will not be tested and a discussion of the assumptions, exclusions and limitations of the testing
undertaken. A documentation standard for the PQ test plan can be found in the IEEE standard 829-1998
[21] presented in Table 4.

1. Test planidentifier;

2. Introduction;

3. Test system/item

4. Featuresto betested;

5. Featuresnot to betested;

6. Approach to be adopted

7. Pasd/fail acceptance criteriafor all featuresto betested
8. Suspension criteria and resumption requirements;
9. Testdeliverables,

10. Testing tasks;

11. Environmental needs;

12. Responsihilities;

13. Staffing and training needs,

14. Schedule (Test order)

15. Risksand contingencies;

16. Approvals.

Table4: Outlineof a Test Plan from |EEE Standard 829-1998

The key sections of a PQ test plan are the features to test and those that will not be tested and associated
with the featuresto be tested are the written notes of the assumptions, exclusions and limitationsto the
testing undertaken. The assumptions, exclusions and limitations of the testing effort were recorded in the
appropriate section of the qualification test plan to provide contemporaneous notes of why particular
approachesweretaken. Thisisvery useful if aninspection occursin the future, asthere is areference back
totherationale for thetesting. Itisalso very important asno user can fully test a CDS or any other
software application. For example, the operating system was explicitly excluded from testing asthe CDS
application software implicitly tested this.

Release notes for the CDS application version being validated will document the known features or errors
of the system. PQ testscarried out in any validation effort should not designed to confirm the existence of
known errors but to test how the system is used by the users on aday to day basis. If these or other

software errors were found during the PQ testing, then the test scripts have space to record the fact and
describe the steps that were taken to resolve the problem.

PQ Test Scripts

In the same | EEE standard [21] can be found the basis for the test documentation that is the heart of any PQ
effort i.e. the test script; in essence this document will:

Outline one or more test procedures that are required to test the CDS functions
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Each test procedure will consist of anumber of test stepsthat define how the test will be carried out
For each test step the expected results must be defined

There will be space to write the observed results and note if it the test step passes or failswhen
compared with the expected results

Thereisatest log to highlight any deviations from the testing

Sectionswill collate any documented evidence produced during the testing; thisincludes both paper
and el ectronic documented evidence

Definition of the acceptance criteriafor each test procedure and if the test passes or fails

A test summary log collating the results of all testing

A sign off of thetest script stating if the script has passed or failed

Testing Overview
One key point isthat to ensure that the PQ stage progresses quickly, atest script should test as many
functionsas possible as simply as possible (great coverage and simple design). Software testing has four
main festures, known as the 4Es[22]:
Effective: demonstrating that the system tested meets both the defined system requirements and also
findserrors
Exemplary: test more than one function simultaneously, where feasible
Economical: testsare quick to design and quick to perform
Evolvable: ableto change to cope with new versions of the software and changesin the user interface

Manual or Automated Testing?

By theway, if alaboratory istempted to use an automated test tool for their PQ execution consider
Graham' swords on the subject [22]:

Automated testing tool s take longer to use the first time compared to manual testing

Expectation will exceed the delivery

To be economical the test suite must be reused many times

Automated tools are best used for regression testing (to seeif operation of the software remainsthe

same after change)

Automated testing is not a substitute for manual testing
Therefore don't use automated testing tools for the PQ as they will cause more problems than they will
solve. If asupplier offers an automated tool for the 1Q and or OQ, then thiswill probably be useful, asit
will establishif the system has been installed correctly and the software functions as the supplier intended it
to. However, evaluate thetool critically to seethat it meets your needs and is compliant with GXP as
described earlier in this chapter.

Write the Test Scripts
Dependent on the complexity of the system requirements, the overall architecture of the CDS and whether

electronic signatures have been implemented the number of PQ test scripts needed for achromatography
data system typically falsin the range of 15-30 to provide adequate coverage for the important functions
documented in the URS.

Typically thetest scriptswill cover the following areas of system functionality:

Chromangraphy Data System Functionseg.
Data acquisition from the different types of chromatograph interfaced to the system
Crosstalk of A/D converters[23]
Calibration methods used within the [aboratory: are they mathematically correct
Analyte calculation
System suitability test parameters
Reporting data
Sample continuity
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Unavailability of the network: buffering of the A/D or data collection devices

Remote processing over the network

Data acquisition and data processing using a diode array detector (DAD) and/ or dual wavelength
detector

Creation and management of DAD spectral libraries

Custom calculations implement calculations on data

Macros used to perform functions automatically

System capacity tests e.g. analysing the largest expected number of samplesin abatch, were
incorporated within some test scripts to demonstrate that the system was capabl e of analysing the actual
sample volume that could be expected in the laboratory.

Interfaces between the CDS and other software applicationse.g. LIMS

21 CFR 11 and other Regulatory Requirementseg.
Preservation of electronic records e.g. Backup and Recovery; Archive and Retrieve
Datafileintegrity
System security and access control including between departments or remote sites
Audit trail
Date and time stamps
Electronic signatures
Identifying altered and invalid records

Outline Test Case Design

The considerations for designing stress and capacity testsfor aCDS will be discussed here and will be
based on the client-server architecture shown in Figure 3. Notethat all requirements must be written in the
system requirements specification.

Analytical Run Capacity

First consider an analytical run and the capacity test considerations that will need to be evaluated. You'll
know from the URS the maximum number of vialsthat you'll inject in asingle run, thiswill include
standards, samples, quality control and blank reagents that you may run as part of your normal procedures.
A test should be designed to run the maximum samplesincluding replicate injections.

Analogueto Digital Unit Capacity
Depending on the type of A/D unit this test can have one or more of the factorsthat will be discussed
below:
Crosstalk: if two or more channels are multiplexed through asingle A/D chip, then acrosstalk test is
recommended to see the impact of an overloaded signal on one channel impacts another.
Data Acquisition Rate: compare the specified rata acquisition rate for a data server to the datarate of
chromatographs attached to the unit including any diode array detectors.
In both or either of these instances the validation team may decide that the total datarateis closeto the
specification of the unit and test this to ensure that the A/D unit is not compromised during normal
operation. If the datarateisfar below specification then an alternative path you may decideis not
necessary to test and to document arationale for this approach that is scientifically sound. Balancing the
regulatory risksis one of the factorsin computerised system validation, do you want to do this or test this
function?

Unavailability of the Network

Therewill betimeswhen the network is unavailable and datawill be buffered in the A/D unit or data

server. You'll want to ensure that this function works during the PQ or you will have failed in your due
diligence. Theworst-case examplefor the buffering will be defined in your URS and will be the number of
injections with the longest run time. The run should be started, then the network is disconnected and the
data accumulated in the A/D unit or acquisition unit until the end of the run when the network is
reconnected and the buffered data are transferred to the server. There should be no loss of dataintegrity in
any of the buffered and transferred files if thistest isto pass.
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Sysem Capacity

The capacity of the system needs to be tested in away that reflects on the way the system will be used and
there are several approachesto take. If you have a 30 user license then one of the simplest ways of
assessing the capacity isto run all systems simultaneously, however thiswill only test the data acquisition
and transfer to the sever viathe network. Asthe A/D units, buffer acquired data until transferred to the
server thistest will also implicitly evaluate the transfer with the network traffic at the time of the test.
However, one of the main causes of performance degradation will beintegration of data and this must also
beincluded as part of any test of system capacity.

Logical Security and Access Control
Whilst logical security appears at first glance to be avery mundane subject, the inclusion of thistopic asa
test is very important for regulatory reasons asit isexplicitly stated in 21 CFR 11. Also when explored in

more depth it provides agood examplein the design of atest case.

The test design consist could consist of three basic components:

1. A test sequence wheretheincorrect account failsto gain access to the system

2. A singletest case where the correct account and password gain access to the system

3. A test sequence where the correct account but minor modifications of the password fail to gain accessto

the software

The important considerationsin thistest design are:

- Successful test cases are not just those that are designed to pass but also are designed to fail. Good test
case design isakey success factor in the quality of validation efforts. Of the test cases above 75% are
designed to fail, to demonstrate the effectiveness of the logical security of the system
Thetest relies on good practices to ensure that users change or are forced to change their passwords on
aregular basis and that these are of reasonabl e length (minimum 6-8 characters).

1

Other test case designs are defined below:

. Boundary test: the entry of valid datawithin the known range of afield e.g. apH value would only
have acceptable values within 0-14.
Stresstest: entering data outside of designed limitse.g. apH vaue of 15.
Predicted output: knowing the function of the module to be tested, aknown input should have a
predicted output.
Consistent operation: important tests of major functions should have repetition built into them to
demonstrate that the operation of the system is reproducible.
Common problems: both on the operational and support aspects of the computer system should be
part of any validation plan e.g. backup works, incorrect data inputs can be corrected in a compliant
way with corresponding audit trail entries. The predictability of the system under these tests must
generate confidence in the CDS operations (Trustworthiness and reliability of electronic recordsand
electronic signatures) and the I T support.

The format of the document and more detail of PQ testing, the articles on the retrospective and prospective

vaidations of CDS systems are recommended [23, 24].

Personnel and Training Records

All involved with the selection, installation, operation and use of a CDS should have training records to
demonstrate that they are suitably qualified to carry out their functions and maintain them. It isespecially
important to have training records and curriculavitae of installers and operators of asystem asthisisa
particularly weak area and a system can generate an observation for non-compliance.

Major suppliers of CDSwill usually provide certificates of training for installation of the system and
software. However, amajor weak spot with many CDS that have the IT Department running the system do
not have training records or curriculavitae.

Thetypes of personnel involved that could beinvolved in avalidation are;

Suppliers staff: who were responsible for theinstallation and initial testing of the data system software,
left copies of their training certificates listing the products they were trained to work on. These were
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checked to confirm they were current and covered the relevant products and then included in the
validation package.

System managers: training in the use of the system and administration tasks were provided by the
supplier and documented in the validation package.

Users. were either analytical chemists or technicians whom had their initia training by the supplier

staff to use the data system and this was documented in their training records.

Consultants: any consultantsinvolved in aiding a validation effort must provide a curriculum vitae
(resume) and awritten summary of skillsto includein the validation package for the system.

IT Staff: training records and job descriptions outlining the combination of education, training and skills
that each member has.

Training recordsfor CDS users are usually updated at the launch of a system but can lapse as a system
becomes mature. To demonstrate operational control, training records need to be updated regularly
especially after software changes to the system. Error fixes do not usually require additional training,
however major enhancement or upgrade should trigger the consideration of additional training. The
prudent |aboratory would document the decision and the reasons not to offer additional training in this
event.

To get the best out of the investment in aCDS, periodic retraining, refresher training or even advanced
training courses could be very useful for large or complex ones. Again this additional training should be
documented.

Service Level Agreement

In the case of outsourcing the support for the hardware platforms and network that run the chromatography
data system software to the internal 1T Department, a Service Level Agreement (SLA) hasto be written.
This SLA should cover procedures such as:

Backup and recovery

Archive and restore

Storage and long term archive of data

Disaster recovery.
This SLA will cover the minimum service levels agreed together with performance metrics so that they can
be monitored for effectiveness.

System Documentation

Documentation

The documentation supplied with the CDS application or system (both hardware and software), user notes
and user standard operating procedures will not be discussed here asit is too specific and also depends
upon the management approach in an individual laboratory. However, theimportance of this system
specific documentation for validation should not be underestimated. K eeping this documentation current
should be considered avital part of ensuring the operational validation of any computerised system. The
users should know where to find the current copies of documentation to enable them to do their job. The
old versions of user SOPs, system and user documentation should be archived.

Standard Operating Procedures (SOPSs)

Standard Operating Procedures are required for the operation of both the CDS appli cations software and the
system itself; as explained above, we not consider user SOPsin detail. SOPs are the main medium for
formalising procedures by describing the exact procedures to be followed to achieve a defined outcome.
According to Hambloch [25], SOPs have the advantage that the same task is undertaken consistently, is
done correctly and nothing is omitted and a written procedure means that new employees are trained faster.
Theaimisto ensure aquality operation. Laboratory staff are used to working with SOPs, however if a
central computer group supports alarge system they may not be used to working with SOPs and even less
ready to document their work. However, to provide aservice to aregulated laboratory, a computer
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department must provide a suitably documented procedure. Indeed thisisarequirement under EU GMP
Annex 11 [15], where athird party supplier should have a documented operation.

According to Hambloch [26] thereisaminimum list of twelve SOPs required for the operation of a
computer systemin aregulated or accredited laboratory. Theseare:
SOP on SOPs: this should describe the approach taken to the writing of SOPswithin the
functional group, the sections, who can authorise the procedure, description of the procedure and
distribution list.
Description of responsibilities: the roles andresponsibilities of staff supporting the computer
system are defined.
System description of hardware and change control procedures. describes how the hardware
components will be maintained (equivalent to the hardware configuration log) with the procedure
to be adopted when the system configuration is changed.
Preventative maintenance: described the procedures for preventative maintenance of the hardware
components
Prevention, detection, and correction of errors. the measures and procedures for finding, recording
and resolving errorsin the system. This can be acomplex SOP covering many different aspects of
the system and may refer to sections of the technical manuals provided with the system. This
SOP includes good housekeeping such as disc defragmentation or monitoring the space available
onall discs.
System boot and shutdown: Thisisaspecial SOP that should contain all the specific instructions
for starting up and shutting down the system. This SOP may be required in an emergency and
therefore should be written well and be easily available for use.
Control of environmental conditions: For systemsthat require acontrolled environment, an SOP
that defines the acceptable ranges of temperature, humidity, and power supply. Other
environmental considerations may be what to do in the case of electrostatic discharges, power
surges, fire, lightening strikes or the use and maintenance of an uninterruptible power supply
(UPS).
Contingency plans and emergency operation: thisadisaster recovery plan and the use of
alternative plans until the computer system has been recovered. It isimportant that any disaster
recovery planistested and verified that it works before any disaster occurs. Thisiscoveredin
more detail in section 9.
Backup and restore of data: Describes the procedures for backup of data and software programs
and how to restore data to disc.
Security: Thelogical (software) and physical security of the systemis covered with the
procedures for setting up and maintaining security.
Installation and update of software: Procedures to be undertaken before, during and after
installing software. This should start with the complete backup of all discs and then installation of
the software and any testing and validation that may be required.
Development and update of system soft ware procedures; Software can be written to control the
system or help execute functions, this SOP outlines the procedures for the creation, documentation
and modification of these procedures

The reader isreferred to the article by Hambloch [25] For nore details on these SOPs. However, itis
important to realise that the list above refersto arelatively large computer system that isrun by a
centralised IT group. Therefore, for smaller items of laboratory computer equipment the list should be
reviewed for applicability and suitability. Where a system does not have the facility to store raw datae.g.
disc drive, then no SOP isrequired for backup and restore. The samelogic should be applied to the whole
list. Theconverseisalsotrue, thisisageneralised list of SOPs, and if thereis a specialised application
there may be the need for more SOPs than appears above.

Write Validation Summary Report

The validation summary report brings together al of the documentation collected throughout the whole of
the life cycle and presents a recommendation for management approval when the system isvalidated. The
emphasis is on using a summary report as a rapid and efficient means of presenting results as the detail is
contained in the other documentation in the validation package; see Chapter 11 for more details.
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RETROSPECTIVE VALIDATION

Guidance for retrospective validation in the literature tends to be presented in overview only, for example
Huber [26] outlines the approaches for retrospective evaluation of computerised analytical instruments.
Whilst some of the approaches outlined by Huber and those used in this paper are similar in some cases
(e.g. document collection, describe and define the system, qualify the system, update documentation) there
aresome differences as well.

In the paper by Wikenstedt el al [23], aretrospective validation of aCDSisdescribed in detail. Thekey
difference between a prospective and aretrospective CDS validation isthe gap and plan phase.

Gap and Plan for Retrospective Validation
The Gap and Plan phaseis an essential stage in the retrospective validation of any computerised system.

Collect Existing CDS Documentation
First all of the existing documentation on the system must be collected; this could include items such as:
Validation plan,
URS,
Documentation from the sel ection process,
Purchase order, packing lists,
Qualification tests and documentation,
PQtests,
Training materials,
Operating manuals both in-house and from the supplier,
Standard Operating Procedures.

In this example, the system was relatively new and most of the available documentation was retrieved, as
documentation was easily available. Furthermore, the personnel operating the system have been involved
with the project fromthe start. Thisisin contrast with a system that may be much older where
documentation may be non-existent and personnel may have left the company or indeed the company has
reorganised or merged.

When all the documentation has been collected, alistismade. This can be compared against the current
regulatory regulations, industry guidelines and the corporate validation policy. Thisgeneratesalist of

missing documents and defines the gap to befilled.

Review Existing Documents

Next, the existing documentation must be reviewed to see that each item is of suitable quality, coverage and
fitness for purpose. The mere existence of a document does not mean that its quality and coverageis good.
Poor documents must be completed, or otherwise discarded and a new one written that meet the current
compliance requirements. For instance, if thereis acurrent system requirements specification (URS) isit
specific enough to allow qualification tests to be constructed? If aURS consists of one or two pages of
genera statements for a data system, such as

The data system performance must be fast

User friendly operation
This means that there is no firm requirement to allow a meaningful test to be constructed. The assessment
of documents may result in more documents being added to the gap list.
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Planning to Bridge the Gap
Once the gap has been defined, there must be a decision made to either write the key documents and fill the
gap or for management to take the business risk not to write them, if they are not available. Timesand

resources must be included in this plan. Thislist of documentsto be written, authorised by management, is
the output of the Gap and Plan phase.

The Gap and Plan identified that there were several key documents that were required in the example [23];
these were:

Validation plan

Workflow analysis

User requirements specification

Test plan for the qualification of the system

User test scripts (Performance Qualification)

Change control and configuration management SOP

System description

The processfor the retrospective validation isto write these documents and execute any PQ testing as
necessary.

MAINTAINING THE VALIDATION STATUS DURING OPERATIONAL LIFE

After operational release comes the most difficult part of computerised system validation; maintaining the
validation status of the system throughout its whole operational life. Look at the challengesthat will be

faced when dealing with maintaining the validation of a CDS or indeed any system; some of the types of
changestham will impact an operational CDS are:
Software bugs will be found and associated fixesinstalled
Application software, operating system, plus any software tools or middleware used by the CDS will
be upgraded
Network improvements: changesin hardware, cabling, routers and switches to cope with increased
traffic and volume
Hardware changes: PCs and server upgraded or increasesin memory, disk storage etc
Interface to new applications e.g. spreadsheets or |aboratory information management systems
(LIMS
Expansion or contraction of the system dueto work or organisation reasons
Environmental changes: moving or renovating laboratories
AII of these changes need to be controlled to maintain the validation status of the CDS.

In addition there are other factors that impact the system as well from avalidation perspective, such as:
. Problem reporting and resolution

Software errors and maintenance

Backup and recovery of data

Archive and restore of data

Maintenance of hardware

Disaster recovery (business continuity planning)

Written proceduresfor all of the above

In this section, the number of measureswill be discussed that need to bein place to maintain the validation
status of achromatography data system.

Change Control and Configuration Management

Changeswill occur throughout the lifetime of the system from avariety of sources such as:
Upgrades of the CDS software

Upgrades of network and operating system software
Changesto the hardware: additional memory, processor upgrade, disc increases etc.
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Extension of the system for new users
Thisisthe key item from the installation of the system to its retirement. Changes must be controlled.
From aregulatory perspective there are specific referencesto the control of change in both the OECD
consensus document [27] and EU GMP regulations [15].

Change control was implemented through an SOP that defined the procedure for change control. A change
form was the means of requesting and assessing change:
The change requested was described first by the submitter.
The impact was assessed by the system managers and then approved or rejected by management.
Changesthat were approved were implemented, tested and qualified before operational release.

The degree of re-validation work to be done was determined during theimpact analysis. Changes that
impacted the configuration (hardware, software and documentation) were recorded in aconfiguration log
maintained within Excel.

Operational Logbooks

To document the basic operations of the computer system a number of logbooks are required. Theterm
logbook is used flexibly in this context; the actual physical form that the information takesis not theissue,
rather the information that is required to demonstrate that the procedure actually occurred. The physical
form of thelog can be abound notebook, a pro-forma sheet, a database or anything el se that records the
information needed, aslong as security and integrity of the records (paper or electronic) are maintained.

Backup Log

The aim of abackup log isto provide awritten record of data backup and location of duplicate copies of
the system (operating system and application software programs) and the data held on the computer. The
backup schedule for the discs can vary. Inalarger system, the operating system and applications software
will be separated from the data that are stored on separate discs. The data change on afast timescale that
reflects the progress of the samples through the laboratory and must be backed up more frequently. In
contrast, the operating system and appli cation programs change at a slower pace and are therefore more
static; the backup schedule can therefore reflect this.

For smaller systems, such as personal computers, the data and programs may be located on the same disc
and partitioned by the directory structure. If the backup software is capable of performing selective
backups then the comments in the paragraph above apply. However, if there islittle sophistication the
whole disc may have to be backed up routinely. Again, for PC systemsthis may be an areato evaluate
closely before buying. An alternativeisaPC network, where the programs and data are held on a central
server and can be backed up more efficiently and effectively than stand al one systems.

Some of the key questionsto ask when determining the backup of your chromatography data system
are;

How long should the time between backups be? This can be answered by considering how much
datathe laboratory can afford to use. If it isup to aweek (most unlikely), then the backups can be
weekly but typicaly it isdaily. If, you cannot afford to loose any data, then shadowing or duplicate
discs arethe start of the answer that may lead you to consider RAID (Redundant Array of
Inexpensive Discs) technology.

Who is authorised to perform backups and who signs off thelog? The laboratory manager in
conjunction with the person responsible for the system should decide this. The authorisation and any
counter signature required should be defined in an SOP

When should duplicate copies be made for security of the data? Thisquestionisrelated to the
security of your data and programs. Duplicate copies should be part of the backup procedure at
predetermined intervals. The duplicate copies should be stored in a separate location in case of a
hazard to the computer and the original backups located nearby. Duplicate backups are also
necessary to overcome problems reading the primary backup copies.
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Problem Recording and Recovery
During the operation of acomputer system, boot up, backup or other system functions, it will beinevitable
that errors may occur. It isessential that these errors are recorded and the solution to resolve it also written

down. Over time, this can provide a useful historical record to the operation of the computer system and
the location of any problem areas in the basic operation.

Areas where this may be the case may bein peripherals where aprint queue has stalled. Thisisrelatively
minor, however there may be cases where the application fails due to a previously undetected error. Inthe
|atter case, thereisaneed to for link the error resol ution to the change control system.

Software Error Logging and Resolution

Asitisimpossibleto completely test al of the pathways through CDS software or any software[27], it is
inevitable that errorswill occur during the operation of the system. These must be recorded and tracked
until thereisaresolution. The key elements of this process are to record the error, notify the support group
(in-house or supplier), classify the problem and identify away to resolveit.

Not all reported problems of aCDSwill be resolved, they might be minor and have no fundamental effect
on the operation of the system and may not even be fixed. Alternatively awork around may be required
which should be documented, sometimes even retraining may be necessary. Other errors may befatal or
major, that mean the system cannot be used until fixed. In these cases, the revalidation policy will be
triggered and the fix tested and validated before the CDS can be operational again.

Maintenance Records

All quality systems need to demonstrate that the equipment used is properly maintained and in some
instances calibrated. Computers are no exception to this. Therefore records of the maintenance of the CDS
need to be set up and updated in line with thework carried out onit. The main emphasis of the
maintenance records is towards the physical components of a system: hardware, networking and
peripherals; the software maintenance is covered under the error logging system described above.

If the hardware has a preventative maintenance contract, the service records after each call should be placed
in afileto create ahistorical record. Also any additional problemsthat occur that requires maintenance
will berecorded in the system log and there will need to be cross-references to the appropriate record there.

Many smaller computer systems have few if any preventative maintenance requirements but this does not
absolve the laboratory from keeping records of the maintenance of the system. If afault occursthat
requires a service engineer to visit, then this must be recorded as well.

On siteswhere maintenance of personal computersis maintained centrally for reasons of cost or
convenience, maintenance records may be held centrally. The remit of the central maintenance group may
cover all areas of asite or organisation including regulated or accredited as well as non-accredited groups.
It isimportant for the central maintenance group to maintain records sufficient to demonstrate to an
inspector of the work they undertake. Asdefinedin EU GMP Annex 11 [15], the third party undertaking
thiswork should have a service agreement and also have the curriculum vitae of its service personnel
availableand up to date.

Disaster Recovery

Good computing practices require that adocumented AND tested disaster recovery plan must be available
for all major computerised systems. It rarely is. Failureto have adisaster recovery plan places the data and
information stored by major systems at risk, the ultimate |osers being the workersin the laboratory and the
organisation.

Disaster recovery isusually forgotten, or not considered, as"it will never happento me". Therecovery
plan should have several shades of disaster documented. From theloss of adisc drive: how will databe
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restored from tape or backup store and then updated with data not on backup, through to the complete oss
of the computer room or building through fire or natural disaster.

Oncethe plans have been formul ated, they should be tested and documented to seeif they work. Failureto
test the recovery plan will give afalse sense of security and compound any disaster.

Revalidation Criteria

Any changeto aCDS should trigger consideration if revalidation of the systemisrequired. Note the use of
theword "consider". Thereisusually akneejerk reaction that any change meansthat the whole system
should be revalidated. One should take a more objective evaluation of the change and itsimpact before
deciding if full revalidation is necessary.

Firstly, if revaidation is necessary, to what extent isit required to test: a software unit, module or thewhole
system? Thusrevalidation isdefined by Chapman as"repetition of the validation process or a specific
portion of it" [28]. There may even be instances where no revalidation would be necessary after achange.
However the decision must be documented together with the rationalefor it.

Therefore aprocedureis required to evaluate theimpact of any change to a system and act accordingly.
One way to evaluate a change isto review the impact that it would make to data accuracy, security and
integrity outlined by Lepore[29]. Thiswill give anindication of theimpact of the change on the system

and the areas of the application affected. Thisallowsyou to target the revalidation effort that is appropriate
to the change you are going to make.

CDS DATA MIGRATION AND SYSTEM RETIREMENT

Rationale for Data Migration

Data migration and system retirement occur at the end of the life cycle of any computerised system,
however thereislittle or no directly stated regulatory requirementsfor formal system retirement nor
general advice on how to undertake the task until recently with the 21 CFR 11 guidance on preservation of
dectronic records[30]. Retirement in many instances may be a euphemism for simply throwing the system
components out of the company, however we will highlight reasonsin this paper to justify that amore
formal approach should be taken.

Datamigration will be necessary for anumber of reasonse.g.:
Change in data processing algorithms following a software upgrade of an application
Change to use of adifferent software application
Change in computing environment such as operating system or computing platform
Changein datafileformats

Datamigration isrequired for the duration of the records retention period under the electronic records and
eectronic signaturesfinal rule (21 CFR 11) [30,31]. The problem ishow shouldthis be achieved to allow
ready replay of data? What will be the impact on calculated results when, date file formats, calculation
algorithms and computing platform change?

Data migration can be the worst part of computerised system validation as a system generating the data will
have been operational for anumber of years, the datamay be shared between several departments and the
origina staff involved with the project no longer work in the organisation. This can be compounded where
there have been reorganisations within afirm and the system boundaries are different compared with the
origina installation. Fortunately in this case, the datawere generated within a single department with a
single system owner, making the project simpler than other comparable data migration projects.

The example [32] describes the experiences designing and validating a mass spectrometry datamigration

between two different platforms. The triggering event was the decision by the supplier of the mass
spectrometry equipment and application software to move to anew computing platform and declare the
current one obsolete.
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Study 2: Chromatography Data Systems

This project was conducted using the life cycle approach to validation of chromatography data systems

(CDS) asdescribed by McDowall [2, 33, 34] and consisted of three strands of work under asingle

validation plan as shown in Figure 7. These strands of work were:

1. Prospective validation of the new application software (Analyst version 1.0) and qualification of new
instruments associated with them

2. Vadlidation of the migration of electronic records generated using MassChrom software on the
Macintosh systemsto the new Analyst NT environment as well as data acquisition on some Macintosh
platformswith interpretation using Analyst software

3. Formal retirement of obsolete mass spectrometry and Macintosh computer hardware

Validation Plan for Covance M S Data Systems

Analyst V1.0 Validate new softwar e app.

Migratedatato Analyst &
Verify Mac acquire /Analyst
calculation

Mac Data

Quadra& API I11+ Formally retire systems

Figure7: Overview of the whole mass spectrometry validation, data migration and system retirement
project

Overview of the Bioanalytical Mass Spectrometry Systems

The mass spectrometry equipment, current software options and computing environment within
Bioanalytical Servicesis presented below and summarised in Table 5 and Figure 8.

M ass Spectrometry Equipment

There are three main model s of mass spectrometer currently operating in the Bioanalytical Services
Department: APl models 111+, 365 and 3000. Of these, the API 111+ is obsolete as the Macintosh PC used
to run the software is no longer in production. Therefore, the three systems using the API 111+ mass
spectrometer will beformally retired and only the API 365 and 3000 modelswill be used thereafter.

Data Acquisition and Processing Software Applications

The MassChrom mass spectrometer software currently used in thein the Department is acombination of
data acquisition software (three versions of RAD and sample control) and data processing software (two
versions) that operates on the Macintosh plus the Analyst software designed for the Windows NT
environment. The RAD and MacQuan software running on the Macintosh Quadrawill beretired under the
work described in this paper.

A mixed environment will be operated for atransition period where data are acquired by sample control
running on a Macintosh but all data processing and quantification run onthe Analyst. Inthefuture, after
retirement of all Macintosh computers, there will be an environment that is only Analyst running on
Windows NT.
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Computing Environments

The current environment was M acintosh with mass spectrometry being downloaded to a server after it had
been acquired. Introduction of the Analyst has started amigration to an NT operating environment that will
continue after the completion of the data migration outlined here.

Mass Computing Operating Data Acquisition M S Quantification
Spectrometry Hardware System Software Software
Ingtrumentation
AM 111+ Mac Quadra Mac OS RAD 2.6 MacQuan 1.4
API 11+ Mac Quadra Mac OS RAD 2.6 TurboQuan 1.0
API 365 Power Mac Mac OS Sample Control 1.3 MacQuan 1.4
AP 365 Power Mac Mac OS Sample Control 1.4 MacQuan 1.4
AP 365 Power Mac Mac OS Sample Control 1.4 TurboQuan 1.0
API3000 Dl PC Windows NT Analyst v1.0 Analyst v1.0

Table5: Data Processing Options availablein Bioanalytical Services Department.

PC & Analyst | PC & Analyst
API 3000 API 3000
Power Mac . Power Mac +
API 365 Analyst & API 365
Mac Quadra
APl I+ MS
Retirement

Figure 8: Overview of Mass Spectrometry Equipment and Data Sysems

Differences between the Two CDS Systems

Itisvitally important to understand the differences between the two environments before progressing
further with any datamigration. Covered here are the mgjor differences between the two systems and their
|mpact on the datamigration. Essentially the problem isthat we have incompatible:

Hardware

Operating system

Application software

Datafile formats and

Application design philosophies
Thae differences will be discussed bel ow, however the bottom line isthat data file conversion is essential
for the data migration to succeed.
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Computing Platform Differences

The Macintosh and Intel hardware computing platform and operating system software are essentialy
incompatible. Anemulator isneeded to run Windows software on a Macintosh, but thereis no
corresponding emulator for the Macintosh in aWindows environment that will run the software and be
supported by the supplier.

Raw Data File Format Differences

The file formats for the chromatograms produced by the same instrument in the two environments are
completely different. The Macintosh usesadifferent file format compared with the Analyst that uses WIFF
(Waveform Interchange File Format) file format and can have either single or multiple WIFF files. For the
work described here, only the use of multiple WIFF files was evaluated.

Meta Data File Format Differences

The MassChrom software requires threefiles to set up and acquire data: the Method, State and Experiment
files. The method and experiment files are used to set up and acquire mass spectrometer dataand the
experiment and state files used to monitor the performance of the mass spectrometer itself.

In contrast, there are just two such files used within the Analyst: data acquisition method (DAM) and
instrument (INS) files. The mapping of the MassChrom and Analyst filesis not oneto one: parametersin
the experiment file are split between the INS and DAM files on the Analyst application.

Design Philosophy of the Macintosh and NT Software Applications

Although the software running on the two platforms can control the same mass spectrometry instruments,
their designs are very different. The MassChrom software was designed in the early 1990s for operators
with mass spectrometry training; the terminology and instrument set up within the applications are
specialist for trained mass spectrometrists.

Over time the instrument has been used more widely by chromatographers and the Analyst softwareisa

response to this as the operation of the application is simpler and uses chromatographi c terms more than
mass spectrometry ones. This difference in design philosophy isacomplicating factor for the data
migration, asterms have to be mapped between theapplications, as we will describe |ater in this paper.

Generic Data Migration and System Retirement Process

A generic seven-step process, shown in Figure 9, describes system retirement and migration of data. Each
stage will be described in overview and isasummary of the work described by McDowall [34].

Step 1: Inventory of the System

I dentify the scope and boundaries of the system and the departments who use the system. Part of this may
bethefact that the system may be spread across buildings and even networks. The latter isan issue, asit
can complicate theinitial work as data spread over different networkswill have to be collated to find out
the data volumes and projects/studies involved.

Step 2: Carry out a Risk Assessment

How critical isthe system? This determinesthe level of regulatory risk and data criticality and is used to
determine the detail required in the remainder of the process.

Step 3: Writethe Retirement Plan
Using the data generated from step 1, the plan covers:
Scope and boundaries of the chromatography data system(s)
Roles and responsibilities
Outline project plan
Process of system retirement
Process of data migration

Step 4: Detailed Information Gathering

In this part of the process you will need to know the details of the computer hardware including any
specialised devices, the software and the documentation associated with the system aswell asthedata. The
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data need to beidentified in detail, for example: how many tapes areinvolved (if your long-term storage is
ontape), what data relating to which samples are on a specific tape.

1. System

Inventory
2. Risk Analysis

> 3. Write
Retirement Plan

4. Gather

Information

5. Write
Migration &
Decommission
Plan

6. Execute Work

L 7. Report Results

Figure9: Generic Processfor Data Migration and System Retirement

Step 5: System Decommissioning and Data Migration Plan

Thisdocument is a detailed presentation of the approachyou’ | be undertaking on the system and describes
theroles and responsibilities of peopleinvolved in the work, the systems, the data to migrate, the test
scripts needed and what each test script will contain to document the process.

Step 6: Execute Wark and Document Activities

Following the tasks described in the decommissioning plan, the data retirement will start first to be

followed by the system retirement. 'Y ou will need to write any scriptsto check and document the
correctness of the data transfer; thisisacritical stagein generating the confidencein the process. Oncethe
data have been successfully migrated and or archived, then you will turn your attention to turning off the
hardware and reusing it or removing it from site. Again, thiswill be documented as the process continues.

Step 7: Write Retirement and Migration Report

Thisissimply asummary of the work that was undertaken with a description of any deviations from the
plan and adiscussion of their impact. The data migration together with any validation tests applied will be
described and management will sign off the report.

Data Migration Strategy

The options for data migration are to assessif it istechnically feasible to migrate data. The supplier of the
mass spectrometry software systems (Applied Biosystems/MDS Sciex) provides conversion programsto
alow auser to migrate electronic records from the Macintosh to the Analyst system. Conversionis
necessary, asthefile formats are completely different between the Macintosh and NT environments.

Supplier Supplied Data Conversion Utilities

Three API File Converter programs were supplied for the conversion of the Macintosh format data and
metadatafiles by Applied Biosystems, the software supplier, these are;
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File Trandator: Datafile conversion program that takes Macintosh formatted data files and converts
them to single or multiple Analyst format files (WIFF).

InstFileGenerator: Instrument file conversion program combines Macintosh state and calibration files
and generates an Analyst instrument file (INSfile).

ExptFile Converter: Experiment file conversion program combines aMacintosh state fileand a
Macintosh experiment file and generates an Analyst data acquisition method file (DAM).

Therefore, it istechnically feasble to convert the dataand migrate theminto the NT environment, the
question now becomes ‘are all data converted or are files converted on an as needed basis' ? The data
volumeinvolved isin the range of 100-200 GB of data.

Limitation of the Data Conversion Utilities
These utilities have anumber of limitations that were not apparent during the early stages of thiswork:
They only work on aPowerMac, therefore the objective of retiring all Macintosh computers cannot be
realised as at least one is required to run the data conversion utilities
The utilities cannot convert RAD version 2.6 files. Only the chromatograms can be converted but the
experiment, method and state files cannot and the data contained therein must be manually input into
the Analyst. Therefore, in the case of data collected under RAD version 2.6, the requirements of 21
CFR 11 for ready replay of data cannot be met.
A further limitation of the utilities became apparent during the datamigration in that the original
baselineswere not transferred and new baselines redrawn with the new system.

Data Migration Options

There are essentially two options for the migration of the data from the MassChrom environment:
Convert al datainto the new data format now
Convert selected data on an “as needed” basis

The second option was chosen for a number of reasonsincluding the time and cost of conversion.

However, two main issues arise from this approach:

- Thelaboratory istotally reliant on the supplier’ s conversion utilities and their continued maintenance
of them over time
The conversion utilities must be tested to confirm that they continue to operate as expected after every
softwareupgrade

Evolution of the Data Migration Design

Itisimportant to understand that a data migration project requires afull understanding of the problem.
Therefore, this section of this paper isintended to provide a measure of the evolution of the datamigration
project as the understanding of the extent of the issues involved increases.

Initialy, asingletest script under the Analyst validation was envisioned. However, as the complexity of
the MassChrom software versions was understood, a data migration and system retirement test plan was
required to explain the overall strategy with five test scripts. Further information gathering revealed more
complexity and the number of test scriptsroseto 10.

A complicating factor was that each combination of MassChrom software had been validated on its own,
comparison of data across all combinations of the software had not been undertaken asthisis not normally
considered as part of anormal validation study. Therefore, to ensure a comprehensive approach to the data
migration, an evauation of dataacquired by all MassChrom software versions was required to ensure that
no regulatory questions remained with the datamigration. This approach increased the number of test
scriptsto 16.
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Detailed design of the test scripts enabled a better way of testing to be developed and this reduced the
number of test scripts down to 12, of which three were for retirement of the obsol ete mass spectrometry
systems.

Design of the Overall Data Migration and System Retirement

Astherewas no systematic study of results from all MassChrom software combinations, it was decided to
evaluate results from all MassChrom software combinations versus Analyst. Inaddition, all future data
acquisition and analysis configurations were al so eval uated to give a comprehensive approach to the data
migration and find out if there were any problems wi th the proposed approach.

Standardised Study Design: asthe Analyst version 1.0 had been comprehensively validated to include some
21 CFR 11 requirements [31], we decided that this was the standard to which all data migrations would be
measured. A series of 32 sample vials were prepared containing standard and blank solutions that
represented a standard curve and a series of unknown samples. This standard set of samples was injected
into a mass spectrometer controlled by Analyst software and this set of acquired datawas considered the
gold standard against which all data migration results were measured.

The standard sampl e set was then injected into different mass spectrometers controlled by the different
software versions, the data analysed and then migrated into the Analyst using the supplier’s utilities and
reprocessed. Therefore we have a situation where the same sampl es sol utions have been acquired and
analysed by the various MassChrom software versions and then migrated into the Analyst and reprocessed
and compared against the results of the same samples acquired and processed directly by the Analyst.

In addition, historic study data acquired under MassChrom and archived on tape would be restored to the
server, al electronic records then migrated to Analyst, and the results compared.

All test scripts were written, technically reviewed and then approved by the Quality Assurance Unit before
execution.

Data Migration: Key Results

In this section, we present aselective review of the key results obtained from the data migration to illustrate
theissuesin adatamigration project. Four areaswill be discussed in light of the migration issueswe
found, the acceptance criteriathat we set, and the results that were obtained after the migration.

Retention Time

Retention timeisafundamental chromatographic parameter and is the time that the chromatographic
column retains an analyte. In setting the acceptance criteria, the discussions centred on the conversion of
time and we determined that the retention times should be within 1% of the original value, especialy asthe
applications were both from the same software supplier. The acceptance criterion of +1% was determined
on the basis of a 3-minute chromatographic run time and that there likely to be differencesin the peak
integration algorithm that may impact the peak apex in the migrated data.

Reviewing the migrated data, it was seen that there was alarge discrepancy between original and migrated
results:

1.07 (MassChrom)

1.12 (Andyst)
Thus, the migration of this parameter appeared to fail against the acceptance criteria. Examining the data
more closely, the data formats between the two are different: minutes and seconds (MassChrom) and digital
minutes (Analyst). Therefore, we are not comparing like with like and the MassChrom values must be
converted to digital minutes to make the comparison valid.

Therefore, all MassChrom retention time values must be collated, converted to seconds then divided by 60
and before comparison with the corresponding Analyst values. After this conversion, the converted

Page 36 of 36



retention timeswere similar to the original results within rounding errorsin the second decimal place. In
retrospect, the acceptance criteria could have been set within £0.5%.

Instrument Control Parameters

Asmentioned earlier in this paper, there are design differences between the two software applications and
these are manifested in the instrument control parametersin both that can have no or amajor impact on the
datamigration. Thisarearequires athorough knowledge of the two applications, failure to do this means
that the migration will be flawed due to lack of knowledge.

For example, some parameters are the same in both applications and present no problem in the data
migration project. An example of this parameter is the scan type such as MRM (multiple reaction
monitoring) that is present in both applications, therefore the migration isrelatively straightforward and the
acceptance criteriathat are set is an exact match.

However, a parameter can have different termsin the two applications but still refer to the same
measurement, and this starts to complicate the migration, as the parameters must be mapped. A typical
exampleisthe QO voltage (MassChrom) that is equivalent to the Entrance Potential (Analyst) and
illustrates the design differences between the two applications. The acceptance criteriain thisinstance
were set to the nearest volt ignoring differencesin the decimal values (e.g. 3.0 versus 3.00), therationale
was that we did not know how numberswere held in either system and that there might be rounding errors
involvedinthemigration.

Adding further complexity to the migration is where a parameter in Analyst hasto be derived from two
parametersin MassChrom. Thus, the collision cell exit potential value in the Analyst can only be
calculated by subtracting the potential for the Rod Offset Potential Q2 from the Inter Quad Lens 3 potential .
The acceptance criteriafor this were the same as the last exampl e (the nearest volt ignoring differencesin
decimal values).

Again, thisreiterates the need to fully understand the two applications before beginning a data migration.
The acceptance criteriafor all theinstrument parameters monitored in the migration were documented in
the appropriate test scripts that were reviewed and approved before the migration.

Integration Algorithms and Calculated Results

When migrating data from one application to another there are anumber of resultsthat can be compared.
Inthe example of mass spectrometry these include:

Analyte peak heights or areas

Drug: internal standard ratios

Cadlibration curve parameters

Calculated results from unknown samples

Back calculated standards

Astheintegration algorithms were different between the two applications, an early decision in the
migration wasto avoid using the peak area cal culations as a comparator between the two systems as noted
by McDowall [34]:
"What we need to consider hereis, when the data filesare in the new data systemare similar
results. . . obtained? Expect to see some differences between the two systems. Themainissueis
whether it mattersfroma scientific perspective. .. For instance, if thefinal calculated result
means that a sample that was previously acceptable isnow out of specification, the impact of this
needsto beassessed . . .".

This situation was confirmed from the first set of converted data shown in Table 6.
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Analyte Standard Concentration MassChrom Analyst
Peak Area Peak Area
10 ng/ml 4366 44
20 ng/ml 7851 833
50 ng/ml 22867 23160
100 ng/ml 45204 47667
500 ng/ml 205054 205822
1000 ng/ml 39929%6 401330

Table6: Comparison peak areasfrom MassChrom with the same data converted and calculated by
Analyst

Note that the data at first glance are very comparable, however on closer inspection the Analyst datawere
consistently higher. Upon further investigation into theissue, it was discovered that the el ectronic records
were migrated without the original baselines set in the Macintosh environment. However, if the migrated
data are auto-processed (baselines were automatically placed using pre-set criteria) using manually input
datafrom the original MassChrom methods, then similar analyte results are obtained.

The major issue from atherefore when quantifying data we are unable to comply with the full requirements

of 21 CFR 11. However, there was no need to re-develop any method as similar results were obtained and
being consistent with the comments of McDowall [34].

Calibration Parameter MassChrom Analyst
Slope 0.00365 0.00362
Intercept 0.00127 -0.00036
Regression Co-€fficient 0.99726 0.9960

Table7: Calibration curve parameter scalculated by MassChrom and Analyst

Calibration curve parameters for original and converted data are shown in Table 7; thevalues are

equivalent. However, the criteria chosen for acceptance of the data migration were based on the calculated
results. Asthe analysisis based upon acomparative method of analysis (chromatography), the results were
deemed the best way of evaluating if the conversion was successful. The key question iswould the same
decision be taken onthe data? Therefore, aregression line of the MassChrom versus the Analyst across all
concentrations should have a correl ation co-efficient close to 1.0 if the results were the same by both
methods. These data are shown in Figure 10.
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Figure 10: Regression analysisof M acintosh and Analyst data showing equivalent results obtained
from thedata migration

History Logs

MassChrom does not have an audit trail associated with the data but it does have a history |og associated
with each datafile that notes data and time of creation and changes made to the data. The entries created in
the Macintosh environment were migrated to the Analyst environment exactly and were updated following
change of abaseline or similar events.

Data Migration from Archive

Thefinal segment of the data migration wasto take an archived study, restore the data into the Macintosh
environment, reprocess them and then migrate them into Analyst environment for further processing. The
two sets of calculated results were compared as above and the results were equivalent.

Data Migration Summary

Data migration from one platform and environment to another was accomplished using the utilities
supplied by the supplier. For most cases the tools were successful, however theinability to migrate the
previoudly fitted baselinesis amajor flaw that preventsthe ready replay of data. However, if dataare auto
processed, then equivalent results are obtained. A key for successisthe technical understanding of both
environments so that parameters can be mapped between the two.
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CDS System Retirement

Under the data migration and system retirement test plan outlined above, three test scripts were written for
the formal retirement of the obsolete mass spectrometry systems. Asthese systemswere essentially the
same configuration, the test scripts wereidentical and just varied with the name and identification of an
individual system. The process flow isshown in Figure 11, the involvement of management support in the
processiskey.

The essence of each retirement test script was a pro-forma checklist for the systematic collection and
confirmation of activitiesinvolved in retirement of an instrument. Sections within each test script for the
retirement of a system included:

- Component inventory: all components of the system including the computer, network connections,
softwareand M Sinstruments are listed in the test script (thisis supplied from the system inventory and
information gathering stages of the process outlined in Figure 9)

Data: It was confirmed that all data have been backed up and then copied acrossto a server and have
not been corrupted. Thisisfollowed by deletion of the data on the hard drive.

Computer: disconnection of the computer from the network and informing the I T department that the
socket (IP address) can be reallocated if required. The hard drive of the Macintosh was reformatted
before the computer wasremoved from site to ensure that no confidential data remained.

Mass Spectrometer: There were several stagesto this where it was confirmed that the instrument was
biologically and radiologically decontaminated before allowing it to be removed from the site.

Finance: the fixed asset numbers and identities of the components retired were passed to the Finance
Department to update the asset register and show the item as decommissioned.

Each section in the retirement test script has the expected results and d ocumented evidence expected as
well as acceptance criteria; the script was completed by management review of the overall retirement.
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Figure 11: Processflow for system retirement

Data Migration and Retirement Summary

When considering a data migration and system retirement project the following approaches are suggested:
Think first and understand the complexity of the whole system and technical problems associated with
it. Thisisimportant and whilstit will low the overal project initially, will enable the actua work to
proceed more smoothly than would be the case if this step were omitted.

Y ou will be unlikely to solve the problem at the first attempt, therefore adopt an evolutionary approach
totheissues. Thisisillustrated in this paper where the number of scriptsrosefrom 1 to afinal 12.

Do no rush into actions, therefore draw up a data migration plan and then do nothing for at least aweek
to enable you to review the plan critically and refine the approach: isit feasible and what is the

regulatory risk?

Be practical and flexible, asyou will find unexpected issues when |east expecting them. The better
prepared you are the less likely these issueswill be major and affect the data migration adversely.
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Large volumes of datawill be produced when validating the data migration process, plan well in
advance how to capture and handle these data. These datawill be both paper and electronic files,
manage both well and have file-naming conventions.

Education of the software supplier, if thisisacommercial system, may need to be factored into the
migration.
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