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will normally be unde r t a ken by the
supplier or ve ndor of the sof t wa re.
U n less you are invo l ved in the
deve lo p me nt, or the specification of the
application, you will have virtually
no t h i ng to do with this part of the life
cyc le. He re comes the pro b lem, how do
you know that: 

•t he application that you wa nt to
buy is any good? 

•t he pro c e d u res for deve lo p i ng and
s u p p o r t i ng are quality one s ?

•t he application will cont i nue to be
deve lo p e d ?

S o me t i mes you may be give n
a s s u ra nces by the sale s p e rson and
possibly a letter of int e nt, but an
u nde rs t a nd i ng of the company and its
p rocesses may not be ava i l a b le. 

T he re fo re, the main emphasis of this
a r t i c le conc e r ns ve ndor aud i ts and will
d i s c uss: 

•what is an aud i t ?
•w hy sho u ld you audit ve ndo rs ?
•s ho u ld you audit all companies?
•what sho u ld you do during an

a ud i t ?
•what happens if a company fa i ls an

a ud i t ?
T he ove rall process is shown in 

F i g u re 1. The pro c e s s, running in
p a ra l lel with the definition and
s e lection of the ve ndo r, is to: 

•de f i ne the scope and boundaries of
t he system or application

It usually happens when you are in a
hurry to pro d uce those re s u l ts or
a n a l yse the data you promised yo u r

c us to mer last week. Wo r k i ng at yo u r
computer terminal you get one of tho s e
familiar and we l l - loved me s s ages on the
s c re e n :

G e ne ral Protection Fault at 1643EF
E nter any 11 digit prime number to

c o nt i nu e
A l most all of the sof t wa re we use has

been written by some o ne els e. Do yo u
ever wo nder about the quality of the s e
a p p l i c a t i o ns? Fo l low i ng on from last
i s s u e ’s discussion on the need and
ra t i o n a le for a user re q u i re me nts
specification (URS )1, we will look at the
o t her side of the coin at the ve ndo rs of
s of t wa re and the process of de f i n i ng ,
deve lo p i ng and supporting an
application. 

We briefly discussed the sof t wa re
deve lo p me nt cyc le in the last issue
w hen we lo o ked in detail at the URS :
t he re a s o ns for writing it, and the
i m p o r t a nce of do i ng so in
u nde rs t a nd i ng what you wa nt the
system to do. The re q u i re me nts will be
used as the basis of the tests to sele c t
which application you will purc h a s e. 

W hy should you audit ve n d o rs ?
Trust but ve r if y
T he next stages of the sof t wa re life
cyc le: the design, build and test phases,

Quality software: does it exist and how do you know? What use is
ISO 9000 in the software engineering process? Why should we
audit software vendors? What happens if the software application
is great but the company is not? In the first part of this two part
article we discuss the benefits of performing a software audit and
whether current regulations and guidelines are appropriate.

■ R.D. McDowall

Who Wrote This 

$%&?! Program?

part I
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A third-party audit is through an
i nde p e nde nt ac c reditation body us i ng
g u i de l i nes published by the
I nternational Stand a rds Org a n i s a t i o n
( ISO) or its equiva le nt. This re s u l ts in
t he ve ndor being certified under a
particular quality sche me. Furthe r mo re,
this type of audit is ongo i ng with
s u r ve i l l a nce visits every 6–12 mo nt hs
a nd re a s s e s s me nt visits every 3–4 ye a rs,
de p e nd i ng on the quality sche me. 

O b v i o us l y, the further re moved fro m
t he organization that did the work the
mo re obje c t i ve the re s u l ts. Howeve r, the
i ntimate know le dge of the ind i v i d u a ls
a nd the processes invo l ved is much le s s.
T he re fo re, when cons i de r i ng a ve ndo r
a udit we are lo o k i ng at a second - p a r t y
a udit by yo u rs e l ves or yo u r
re p re s e nt a t i ve s, such as a cons u l t a ncy
that specializes in this work. This may
be bac ked by the use of third - p a r t y
a ud i ts through ac c reditation bodies and
t heir age nts. 

T he princ i p le I wo u ld like to discus s
is how far can you take work on trus t ,
especially if you work in a re g u l a t e d
i nd us t r y, and how much sho u ld yo u
verify through an audit. The sho r t
a ns wer is that you have to us e
j udge me nt. The aim of any purchase is
that you make the supplier of a pro d uc t
or a service an ex t e nsion of yo u r
o rganization. The aim is for a lo ng -
term, mutually beneficial, re l a t i o ns h i p .
This is true if you wa nt the latest
ve rsion of Matlab or Excel or a
s c i e ntific database manage me nt or
c o nt rol system. 

When do I audit?
B e fo re you purchase is the sho r t
a ns we r. In the “ho ney moon” period
b e t ween sele c t i ng its system and
p l ac i ng an order the ve ndor can be ve r y
he l pful. This may change after the
application or system has been
de l i ve red. The re fo re, if the re are any
c o r re c t i ve ac t i o ns that re q u i re mo ney
ho ld i ng back to ens u re they are do ne, it
is best to get them onto the table as

•de c i de if the ve ndor is ac c e p t a b le
a nd purchase the system, if no t
e i t her select ano t her ve ndor or start
a process of supplier manage me nt .

Your ove rall purpose in a ve ndo r
a udit is to find out the quality of
s of t wa re deve lo p me nt and what you, as
a us e r, sho u ld do to ens u re that the
system selected and the company that
supplies it are suitable. The ove ra l l
p h i lo s o p hy that I wo u ld like to pre s e nt
is that the sof t wa re ve ndor sho u ld
b e c o me an ex t e nsion to the labora to r y
a nd a bus i ness partne r. Howeve r, it is a
t wo - way street: what the ve ndor sho u ld
do for the purchaser sho u ld be
re c i p rocated by the purchaser to the
ve ndo r. 

What is an audit?
An audit is essentially an inde p e nde nt
c heck of a service or a pro d uct (he re a
p ro d uct can be de f i ned either as a unit
of work or as a finished pro d uct). The re
a re three types of audit: firs t - p a r t y,
s e c o nd-party and third-party aud i ts. 

If the audit is do ne from ins i de an
o rganization it is called a firs t - p a r t y
a udit. Normally, this is ac h i eve d
t h rough either a separate quality-
a s s u ra nce group specifically establishe d
for the ro le, or by us i ng part-time staff
f rom other areas who are inde p e nde nt
of the area being audited. The fo c us will
be either on the quality of work or to
see if written pro c e d u res have been
fo l lowed, or possibly both. 

A second-party audit is perfo r med by
a cus to mer or somebody on their behalf,
w ho will assess the ve ndor and the i r
ability to design, pro d uce and maint a i n
a pro d uct or service. This is the class of
a ud i ts that we will spend most of the
t i me discus s i ng in this article. Aud i ts on
behalf of cus to me rs can be applied to
s u p p l i e rs of raw materials, compone nts
or sof t wa re; practically any t h i ng whe re
t he quality of the pro d uct can affect
t he operation or output of the cus to me r.
O b v i o us l y, in this article we will
ex a m i ne sof t wa re o n l y. 

•assess the bus i ness and re g u l a to r y
risk of the system 

•m a ke a decision: if bus i ness and
re g u l a tory risk is high then a
ve ndor audit is re q u i red, if low,
t hen no further action is re q u i re d

•notify the selected ve ndor of yo u r
i nt e ntion to audit, if they re f us e
t hen select ano t her supplier

•ag ree a date and send the aud i t
c he c k l i s t

•c o nd uct the audit and report re s u l ts

figure 1 Overview of the vendor audit process.
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early as possible in the pro c e s s. It is
difficult to re c over from a poor
b a rg a i n i ng position as it will inva r i a b l y
i n vo l ve mo re time for discus s i o ns
a nd/or legal action. 

T he re is an exception to this rule,
a nd that is when you are unde r t a k i ng a
re t ro s p e c t i ve validation of a system. If
t he system is crucial to the operation of
t he labora tory with a lo ng lifetime,
t hen a ve ndor audit is highly
re c o m me nded. Howeve r, if the sys t e m
will be re p l aced in the sho r t - to - me d i u m
term, it wo u ld be better to put the
re s o u rces into a mo re rigo ro us
validation of the re p l ac e me nt system. 

In para l lel to the ve ndor audit, yo u
s ho u ld rev i ew the ve ndo r ’s cont rac t ,
a nd, as a result, you may also wa nt to
ne gotiate some terms in the cont rac t .
C o m b i n i ng the two is good timing and
good sens e.
Assessment of business,
regulatory and compliance risk
T he re are many sof t wa re pac k age s
a va i l a b le to d a y, and the question is
which sof t wa re ve ndo rs sho u ld yo u
a udit and why? Look at the pac k age
you are purc h a s i ng and its func t i o n .
What is the impact of the system on
your organization? 

•Is it an application that is only
used for a sing le use with little
i m p act, or is it a large system with
a greater impact in terms of time or
mo ney lost through pro d uc t i o n
de l a ys if the system is unre l i a b le? 

•A re the re health and safety
i m p l i c a t i o ns: pro d uction cont ro l
sys t e ms that must hand le dange ro us
re ac t i o ns or the system ho lds data
that is va l u a b le for yo u r
o rg a n i z a t i o n ?

•Is the system cove red by re g u l a t i o ns
or compliance issues? Does the
system directly affect the quality,
safety or efficacy of a pro d uc t ?

•Does the system sto re or manipulate
data or information that is used to
support patent applications? 

It is the larger sys t e ms or tho s e

a p p l i c a t i o ns with major impact on yo u r
o rganization, whose ve ndo rs you sho u ld
c o ns i der aud i t i ng. 

For these critical sof t wa re
a p p l i c a t i o ns, the appro ach is taken on
t r ust with verification of the pro c e s s
t h rough a ve ndor audit. The phra s e
“ t r ust but verify” comes from the
d i s a r m a me nt process of nuc le a r
we a p o ns between the fo r mer USSR and
t he USA. He re the actual de s t r uction of
t he nuc lear we a p o ns was made open to
i nspection to the other side either by
on-site ins p e c t i o ns or mo n i to red fro m
a far by the use of spy satellites. 

What do regulations and
guidelines say?
To help the risk-assessme nt pro c e s s, a
number of ind us t r i e s, such as
ag ro c hemical and pharmaceutical, and
o rg a n i z a t i o ns invo l ved with
e n v i ro n me ntal analysis and mo n i to r i ng ,
a re subject to compulsory re g u l a t i o ns,
s uch as Good Labora tory Practice (GLP)
a nd Good Manu fac t u r i ng Practice (GMP).
In addition, the re are vo l u nt a r y
g u i de l i ne s, typically ISO Guide 25,
which are applicable to calibration and
t e s t i ng labora to r i e s. Re g a rd less of the
i nd ustry or regulation or guide l i ne, the
main thrust is towa rds equipme nt that
must be fit for purpose, pro p e r l y
i ns t a l led and qualified. A typical
ex a m p le is: 

E u ropean Union Good Manu fac t u r i ng
P ractice Re g u l a t i o ns Chapter 3.41 

M e a s u r i ng, we i g h i ng, re c o rd i ng and
c o nt rol equipment should be calibra t e d

a nd che c ked at defined int e r vals by
a p p ropriate metho d s. Adequate re c o rd s

of such test should be maint a i ne d2. 
T he re are similar stateme nts fro m

every other re g u l a tory age ncy
wo r ld w i de and ISO Guide 25.

Howeve r, when it comes to
computerized sys t e ms and sof t wa re
used in the labora to r y, the re is mo re
detail in supple me nts to the GLP and
GMP re g u l a t i o ns and pharmac e u t i c a l
i nd ustry guide l i ne s :

•O rganization of Economic Co-
O p e ration and Deve lo p me nt (OECD)
GLP princ i p les for computerized
sys t e ms state, “For ve ndo r - s u p p l i e d
sys t e ms it is likely that much of the
do c u me ntation created during the
deve lo p me nt is re t a i ned at the
ve ndo r ’s site. In this case, ev i de nc e
of formal assessme nt and/or ve ndo r
a ud i ts sho u ld be ava i l a b le at the
test fac i l i t y ”3.

•E u ropean GMP Annex 11, section 5
states that, “Sof t wa re is a critical
c o m p o ne nt of a computerized
system. The user of such sof t wa re
s ho u ld take all re a s o n a b le steps to
e ns u re that it has been pro d uced in
ac c o rd a nce with a system of Quality
As s u ra nc e ”2.

•Good Au tomated Manu fac t u r i ng
P ractice (GAMP) guide l i ne s, May
1 9 9 64 has Appendix C dedicated to
supplier aud i ts. 

•Good Au tomated Labora tory Prac t i c e
G u i de l i nes from the US
E n v i ro n me ntal Protection Age ncy5.

T he re fo re, the ra t i o n a le for a sof t wa re
ve ndor audit in regulated ind us t r i e s
c o mes directly from the re g u l a t i o ns
a p p l i c a b le to the ind us t r y. 

Howeve r, with vo l u ntary guide l i ne s,
s uch as ISO Guide 256 t he re is a
d i f f e re nt picture. The re is still the ne e d
to de mo ns t rate fitness for purpose;
howeve r, the de t a i led steps ne c e s s a r y
a re not stated or even implied. Fo r
ex a m p le, NAMAS M10 ac c re d i t a t i o n
s t a nd a rd (the UK int e r p retation of IS O
G u i de 25)7 states in section 6.11: 

“ W he re computers or automated test
e q u i p m e nt are used for the collection,
p ro c e s s i ng, manipulation, re c o rd i ng ,
re p o r t i ng, storage or re t r i e val of
c a l i b ration and test data the Labora t o r y
shall ens u re that, whe re applicable, the
re q u i re m e nts of 6 of this Stand a rd are
met. The Laboratory shall, whe re ve r
p o s s i b l e, ens u re that computer sof t wa re
is fully documented and validated befo re
u s e. ”



T he ISO Quality Manage me nt Sys t e m
is unive rsal to all ISO sche mes and
c ove rs four ove rall areas: 

•quality policy stateme nt ;
•quality manual with ove r v i ews of

a reas such as organization, ro les and
re s p o ns i b i l i t i e s, tra i n i ng re c o rd s,
quality function, cus to me r
c o m p l a i nts, etc ;

•written and authorized pro c e d u re s
de t a i l i ng how the policy and manu a l
will turned into an effective sys t e m ;
a nd

•i nternal aud i ts by the quality
m a n ager or re p re s e nt a t i ve s.

F l a vo u rs of ISO 9000
T he re are three main types of ISO 9000
certification cove r i ng the who le, or jus t
part, of a pro d uct or service life cyc le :

• ISO 9001: quality assura nce in
design, deve lo p me nt, pro d uc t i o n ,
i nstallation and servicing .
C o n fo r m a nce to specified
re q u i re me nts is to be assured by the
supplier thro u g hout the who le life
cyc le of a pro d uct or service1 1.

• ISO 9002: quality assura nce in
p ro d uction, installation and
s e r v i c i ng. Confo r m a nce to specified
re q u i re me nts during pro d uc t i o n ,
i nstallation and servicing1 2. (Note
that R&D is not cove red under this
s c he me. )

• ISO 9003: quality assura nce in final
i nspection and test1 3. Confo r m a nc e
by a supplier only at the final
i nspection and test.

ISO 9001 and ISO 9000-3
c o m p a re d
In the case of sof t wa re, ISO 9001 is no t
specific enough and this has resulted in
t he pro d uction of ISO 9000-3 guide l i ne s
specifically for sof t wa re1 4. The re a s o n
for this is that with sof t wa re the re is a
need to coordinate the activities of
both the purchaser and the supplier to
e ns u re that the de l i ve red pro d uct is fit
for purpose. Mo re detail of the IS O
9000-3 Quality System is pre s e nted in
Ta b le 1. This information is taken fro m
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Good at a ge ne ral level but the re is
no t h i ng in detail to help the labora to r y
i m p le me nt this. Howeve r, is help at
h a nd? The Guide l i ne for Ac c re d i t a t i o n
for Chemical Labora tories from WELAC8

i nt e r p re ts ISO Guide 25 for computers
in two sections: Section 10 on the us e
of computers, and Appendix C. Howeve r,
t he advice of f e red he re is naïve and
vague in the ex t re me. The reason fo r
my stateme nt is that the re is: 

• no concept of the ro le of the us e r
in de f i n i ng or do c u me nt i ng the i r
re q u i re me nts; 

• no concept of the who le of the
system deve lo p me nt life cyc le; and 

• only cons i de rs “validation” as
t e s t i ng when the system is ins t a l le d
at the user site.

W h i lst the use of va l i d a t i o n
IS O / NAMAS is partially cons i s t e nt with
t he Institute of Electrical and Ele c t ro n i c
E ng i ne e rs (IEEE) definition of va l i d a t i o n
( “ p rocess of eva l u a t i ng sof t wa re at the
e nd of the sof t wa re deve lo p me nt
p rocess to ens u re compliance with
s of t wa re re q u i re me nts”), unde r
IS O / NAMAS the re is no need for the
l a b o ra tory to de f i ne its needs in a us e r
re q u i re me nts specification. This is
c o m p o u nded because the re is no
me ntion of the para l lel re q u i re me nt
u nder IEEE of verification (“process of
de t e r m i n i ng whe t her or not pro d uc ts of
a given phase of the sof t wa re
deve lo p me nt cyc le fulfil the
re q u i re me nts established during the
p rev i o us phase”)9. The advice of f e red in
t he WELAC do c u me nt is best de s c r i b e d
as similar to the point at which the
p h a r m aceutical ind ustry was in the
mid-1980s and can thus be cons i de re d
of little ex t ra help compared with the
original. The appro ach taken he re only
goes to show that quality in sof t wa re
c a n not be tested in, it must be
de s i g ned in from first princ i p le s.

T he re fo re, from an ISO Guide 25
p e rs p e c t i ve, a ve ndor audit and us e r
re q u i re me nts specification are no t
c o ns i de red. My ad v i c e, based on

ex p e r i e nc e, is that you get what yo u
do, or do not pay fo r. The re fo re, writing
user re q u i re me nts specifications and
p e r fo r m i ng ve ndor aud i ts are both
c o m mon sense and essential fo r
i n ve s t me nt pro t e c t i o n .
ISO 9000: Saint or sinner?
M a ny of the companies that you could
a udit will be ISO 9000 certified. Is it
worth aud i t i ng these companies? They
h a ve a quality system in place and
p ro d uce a quality pro d uct. Don’t they ?

T he re is much made of ISO 9000
ac c reditation and certification,
especially by ve ndo rs, as it pro motes a
quality philo s o p hy within an
o rganization. The philo s o p hy behind
ISO 9000 is to do c u me nt pro c e d u res and
p rocesses to ens u re that they are
adequately cont ro l led and that output
is cons i s t e nt. This is similar in many
wa ys to many other quality sche me s,
s uch as GLP, GMP and ISO Guide 25. 

It is important to note that ISO 9000
does not guara ntee pro d uct quality. The
u nde r l y i ng princ i p le that ISO 9000 is
based upon is that org a n i z a t i o ns that
fo l low do c u me nted practices and
p ro c e d u res in a cons i s t e nt manner are
mo re likely to create pro d uc ts that
meet the cus to me r ’s needs than tho s e
o rg a n i z a t i o ns that do not fo l low
accepted practices and pro c e d u re s1 0. 

My sceptical view of ISO 9000 is that
it pro d uces a poor pro d uct with bad
p rocesses that are well do c u me nted. Yo u
can never buy a sof t wa re application, or
a ny pro d uct for that matter, blind ,
based only upon ISO certification of the
c o m p a ny, as we shall discover later in
this article. He nc e, the importance of
t he user re q u i re me nts specification in
de f i n i ng the application you wa nt ,
fo l lowed by time spent eva l u a t i ng and
s e le c t i ng ve ndo rs in the marke t - p l ac e.

Let us ex p lo re in mo re detail the two
key ele me nts for ISO 9000. The first is
t he quality manual and the associated
do c u me nted pro c e d u res it cove rs, the
s e c o nd is the scope of certification open
to ve ndo rs. 
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de f i ne the ro les and re s p o ns i b i l i t i e s
within an organization between the
f u nc t i o ns re s p o ns i b le for de s i g n i ng ,
b u i ld i ng and testing the pro d uc t
with those re s p o ns i b le for ens u r i ng
that the quality has been built into
t he pro d uc t .

•T he re q u i re me nts phase of a
s of t wa re pro d uct is missing. The
g u i de moves from the us e r ’s
re q u i re me nts to a design of the
p ro d uct. The truth is often differe nt
as companies will write a marke t i ng
re q u i re me nts specification befo re
de s i g n i ng the pro d uc t .

•T he need for a quality plan mixe s
t he topics that are actually part of
t he eng i ne e r i ng phase of a sof t wa re
p ro ject. For ex a m p le, “de f i ne d
i n p u ts and outputs from eac h
deve lo p me nt phase of the pro je c t , ”
is normal sof t wa re deve lo p me nt
p rac t i c e.

T he ability to int e r p ret the IS O
g u i de l i nes has led, in the UK, to the
deve lo p me nt of the TickIT sof t wa re
g u i de l i ne s, which are still based upon
ISO princ i p les but with leve ls of quality
for sof t wa re1 5. Aud i t i ng TickIT and no n -
TickIT ve ndo rs you can see a differe nc e,
which gives a better de g ree of
c o n f i de nce in the pro c e d u res of the
fo r mer ve ndo rs. Howeve r, still re me m b e r
that this does not guara ntee pro d uc t
quality of fitness for your purpose.

T he re fo re, look closely at the IS O
certificate from your ve ndo r. Which
ve rsion of ISO is it? What is the scope
of certification? Wo u ld a computer
application pro d uced by a ve ndor with
ISO 9002 certification be useful fo r
you? Cons i der the design: it is no t
c ove red under this scope of
certification. Why? Was the application
de s i g ned on the bac ks of us e d
e n ve lopes and cigarette pac ke ts ?
A l t e r n a t i ve l y, with an inc re a s i ng
number of companies, the sof t wa re may
be written in one country and the
m a r ke t i ng ro le has the ISO certification.
Again the bottom line is do not take

ISO 9000-31 4 a nd will be int e r p reted by
e ach individual organization that
i m p le me nts the guide l i ne.

In particular, in the case of sof t wa re,
in cont rast to normal R&D ac t i v i t i e s,
both the supplier and the purc h a s e r
h a ve re s p o nsibilities for the
specification, selection, installation and
support of the sof t wa re pro d uct. 

T he first of the us e r ’s re s p o ns i b i l i t i e s
was outlined in the prev i o us V&V
column on the URS1. Of cours e, if the
p u rchaser igno res their re s p o ns i b i l i t i e s
t hen one of the main princ i p les of IS O
9000-3 simply collapses. This is the
q u i c kest way to throw the inve s t me nt
in a sof t wa re pro d uct down the dra i n .
In addition, cons i der the linge r i ng
death of the system you will purc h a s e
with no URS, and the frus t ration yo u
will have ex p l a i n i ng to the boss why
your system does not wo r k .

T he uniqueness of sof t wa re is show n
in the fact that the ISO 9000-3
g u i de l i ne is do u b le the size of the IS O
9001 do c u me nt; a simple, but empirical,
me t hod of de mo ns t ra t i ng the
c o m p lexity of the system deve lo p me nt
life cyc le. Furthe r mo re, if you re ad both
do c u me nts, the re are some differe nc e s
in their phra s e o logy: ISO 9001 uses in
all sections the wo rd ‘shall’; howeve r, in
ISO 9000-3 the re is a mixture of ‘shall’
a nd ‘sho u ld ’. The basis of an
i nt e r p retation for ISO 9000-3 is that
w he re ‘shall’ is used the ve ndor mus t
p e r form the ac t i v i t y, whilst ‘sho u ld’ is a
re c o m me ndation but is no t
m a nd a to r y1 0. This allows scope for the
ve ndor to int e r p ret the guide l i ne s
ac c o rd i ng to wo r k i ng practices and the
p ro d uc ts they are deve lo p i ng. 

Ke hoe and Jarvis1 0 a lso pre s e nt an
i nt e re s t i ng critique of ISO 9000-3; the
t h ree main ones are pre s e nted below :

• T he wo rd ‘quality’ is ove r used and
b l u rs the boundary between the
e ng i ne e r i ng aspects and the quality-
a s s u ra nce activities necessary to
b u i ld quality into the pro d uct. This,
t he re fo re, makes it difficult to

t h i ngs at face va l u e. 
ISO 9000 and re g u l a t o r y
c o m p l i a n c e
In T he Gold She e t1 6, the re is discus s i o n
on why ISO 9000 does not assure GMP
c o m p l i a nc e. The main pro b lem is the
need to deve lop a re l i a b le third - p a r t y
certification sche me for sof t wa re ho us e s
that re g u l a tory authorities will
re c o g n i z e. Ken Chapman, for many
ye a rs chair of the Pharmac e u t i c a l
M a nu fac t u re r ’s Association (PMA)
computer validation committee, states
that ISO 9000, “won’t do a thing fo r
s t r uc t u ral integrity (of sof t wa re )1 6”.
Chapman has been invo l ved with many
a ud i ts and the fa i l u re rates of both IS O -
certified and no n - ac c re d i t e d
o rg a n i z a t i o ns we re both high.
F u r t he r mo re, ISO ac c reditation does no t
g u a ra ntee a 100% pro b le m - f ree pro d uc t
or service. Re member how the quality
m a nual sho u ld have a cus to me r
c o m p l a i nts section. At least you can be
a s s u red that your complaint will be
do c u me nted, but not cle a red within a
specified time unless that is in the
p ro c e d u re s.

F u r t he r mo re, ISO is a vo l u nt a r y
s c he me. You vo l u ntarily enter and yo u
can vo l u ntarily le a ve the sche me.
Fo l low i ng this, if the re are pro b le ms,
t he ac c reditation body can sus p e nd an
o rg a n i z a t i o n ’s certification, or the
o rganization can vo l u ntarily withdra w
f rom the sche me.

With pro g ra m m i ng costs rising in the
deve loped wo r ld, many companies are
lo o k i ng to outs o u rce their pro g ra m m i ng
to Third Wo r ld countries whe re the s e
c o s ts are lowe r. Some companies that
do this can be ISO 9000 re g i s t e re d ;
howeve r, often the scope of
ac c reditation me a ns that only the
ove rall process may be cove red. The
de t a i led pro g ra m m i ng and testing may
h a ve been do ne in ano t her count r y,
usually India, which writes about 50%
of the wo r ld ’s sof t wa re.



The ISO 9000 bottom line
Do not take ISO certification of any
o rganization at face value: the type and
scope of ac c reditation could be cruc i a l
to your decision to purc h a s e. Let’s lo o k
at some ex a m p les from companies that
h a ve ISO 9001 certification for the i r
s c i e ntific pro d uc ts :

•An ins t r u me nt ’s sof t wa re that has 
t he facility for the user to de lete a
data point they don’t like simply by
do u b le clicking on the point and
c o n f i r m i ng the de letion. 

•A data-capture ins t r u me nt and
associated sof t wa re in which the 
user passwo rd is sto red une nc r y p t e d
in the .INI file, which can be easily
accessed by anyo ne with basic
k now le dge of Windows.

•An application in which, unde r
certain circ u ms t a nc e s, the data
d i s p l a yed on the screen can be
d i f f e re nt from the print out.

T he impact of these features has to be
assessed under the umbrella of the i r
l i kely us e. In a regulated enviro n me nt
t hese features wo u ld be unac c e p t a b le in
c o nt rast with a re s e a rch enviro n me nt in
which the impact wo u ld be
i nc o n ve n i e nt, but with less impac t .

Again, the re is no t h i ng in ISO 9000
about fitness for YOUR purpose, nor the
quality of the pro d uct. These will
a l wa ys remain the buye r ’s re s p o ns i b i l i t y
— as the re g u l a t i o ns, guide l i nes and
ve ndo r ’s cont rac ts make absolutely
c le a r. Being info r med is better than being
u n a wa re, and you can make better
decisions. ISO 9000 or not, buyer beware!

What if the supplier does not have
ISO certif i c a t i o n ?
H a v i ng spent some time discus s i ng IS O
9000, what about those ve ndo rs that do
not have an ISO certificate? Some may
h a ve written quality sys t e ms that they
fo l low but have not ac q u i red ac c re d i t a t i o n
b e c a use of cost or other re a s o ns. Othe r
companies may have no t h i ng. The key is
what is their attitude to quality? If the re
is no re g a rd for quality or improve me nt ,
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t he appropriate section from the same
c o nt ract stating that the company is
not re s p o ns i b le for erro rs in its ow n
s of t wa re.

This is an int e re s t i ng cont ra s t .
Ve ndo rs are perfo r m i ng a de l i c a t e
b a l a nc i ng act between trying to sell the
p ro d uct whilst maint a i n i ng their le g a l
position. The differe nce between the
t wo is the type of person who is
w r i t i ng, the individual do c u me nt and
t heir aims. Again, the bottom line is to
b a l a nce the sales me s s age with the
realism of the cont ract. 

This also re i n fo rces the fact that yo u ,
a nd you alo ne, are re s p o ns i b le fo r
e ns u r i ng the pro d uct you purchase is
fit for purpose.

Marketing hype and contra c t s
It is int e re s t i ng to look at the Dr Jekyll
a nd Mr Hyde appro ach of companies to
m a r ke t i ng their pro d uc ts thro u g h
p ro p o s a ls and pro t e c t i ng the ms e l ve s
t h rough cont rac ts. For large purc h a s e s,
if you have not alre ady do ne so, it is
very useful to re ad both the marke t i ng
material and the cont ract. This can be
very ins t r uc t i ve as we can see from the
s a les re s p o nse to questions on
c o m p l i a nce with GLP Guide l i nes and
t heir cont act terms and cond i t i o ns. 

Ta b le 2 is an actual ex a m p le of a
p roposal from a company with ISO 9001
a nd TickIT certification. In the le f t
column we can see the pro p o s a l
s how i ng the bene f i ts of the quality
a p p ro ach and the way that re g u l a to r y
i nspection can be facilitated. Compare
this with the right column which shows

table 1 Overview of the scope of ISO 9000-3.

Area Detail

Quality system framework Management responsibility

Quality system

Internal quality system audits

Corrective actions

Life cycle activities General

Contract review

Purchaser's requirements specification

Development planning
General, Development plan, Progress control, Input to 
development phases, Output from development phases,
Verification of each phase

Quality planning

Design and implementation
General, Design, Implementation, Reviews

Testing and validation
General, Test planning, Testing, Validation, Field testing

Acceptance (Testing)

Replication, delivery and installation

Maintenance

Supporting activities Configuration management

Document control

Quality records

Measurement

Rules, practices and conventions

Tools and techniques

Purchasing

Included software product

Training
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t he ans wer is very simple. Walk awa y. Do
not cons i der these companies. 

If the pro d uct is right but the re is no
quality system but a willing ness to wo r k
towa rds an ove rall quality appro ach, the n
you have a choice that essent i a l l y
b a l a nces risk. Some of the risks are: 

•what does the pro d uct do? 
•how critical is it? 
•what happens if the company go e s

out of bus i ne s s ?
It is difficult to give specific advice as
this re q u i res a de t a i led know le dge of the
situation. We will look at this area ag a i n
u nder ve ndor manage me nt .

In part II of this article Bob McDowall will

discuss the full scope of an audit, the role of a

c hecklist, how to conduct a successful audit and

ve ndor mana g e m e nt. A complete set of re f e re nc e s

will be provided at the end of part II.

table 2 Comparison of the Proposal and

Contract of an ISO 9001 and TickIT certified

software vendor.

The Proposal says

" S of t w a re pro ducts are de s ig ned to
o p e rate with standa rd computer hardw a re
in the typical laboratory enviro n me nt .
T heir de s ign func t io nally int e g ra t e s
l a b o ratory ins t r u me nts and results in a
u n i f ied info r ma t ion arc h i t e c t u re that
allows for mo re effective use and cont ro l
of laboratory data. This enhances the value
a nd utility of the data, especially whe n
me a s u red against regulatory complia nc e.
Va l ida t i ng laboratory sof t w a re is becoming
mo re complex re s u l t i ng in escalating costs
a nd longer time s c a l e s. Because the
c o m p a ny has achieved 
ISO 9001 and TickIT certific a t ion, while
s t re s s i ng a high level of commitme nt to
open industry standa rds and sof t w a re
de s ign, customer valida t ion is ma de
e a s ie r. ISO 9001 with TickIT certific a t io n
can sig n i f ic a ntly re duce time on custome r
a udits of vendor fa c i l i t ies as well as user
f u nc t io nal valida t io n . "

The Contract says

" T he company ma kes no warra nt ies that
e r rors have been completely elimina t e d
f rom any lic e nsed sof t w a re. The company
ma kes no other warra nt ie s, ex p ressed or
i m p l ie d, inc l ud i ng but not limited to
f i t ness for a particular purpose or
me rc h a ntability with respect to any
l ic e nsed sof t w a re. "


