Validation of Spectrometry Software

his column, the first in a series deal-

ing with validation of spectrometry

software, provides an overview of

the concepts of validation, business

versus regulatory rationale for vali-
dating software, and some of the common
principles and wrong assumptions of
computer validation. The system develop-
ment life cycle is defined and some of the
key documented evidence required for
validation is explained.

You might wonder why am [ writing a
series of columns about software valida-
tion for spectrometry instruments. The
fact that I'm getting paid for them is a
rather poor reason from your perspective
but okay from mine. However, the real
reason is to educate you and give you a
better perspective of the business and
regulatory reasons for software validation
under the current regulatory climate, as
well as an overview of the system devel-
opment life cycle and documented
evidence.

Because many different types of spec-
trometers are used within regulated in-
dustries, I've concentrated on the soft-
ware elements rather than the operation
of the instruments. That is not to negate
the role of the instrument itself; the pur-
pose of this series is to look at the
process of software validation that should
accompany instrument qualification.
Many of you will be familiar with qualifi-
cation of the instrument but not with soft-
ware validation, thus the emphasis on the
software elements.

In this series, I want to discuss the
prospective validation of spectrometer
software. By prospective validation, I
mean undertaking the validation work in
parallel with the life cycle of the project
as it progresses from start to finish. Un-
fortunately, this is not always possible.
Usually just before the system goes live,
someone thinks that perhaps the system
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should be validated. Taking this approach
will add 25-50% to the validation costs of
the project, mainly because documenta-
tion that should have been written at key
stages of the project was missed or, if
written, was not of sufficient quality for
laboratories working under regulations
such as Good Manufacturing Practice or
Good Laboratory Practice.

WHY BOTHER TO VALIDATE

YOUR SOFTWARE?

Let’s start at the beginning and ask this
fundamental question, as there are a
number of reasons for validating your
spectrometry software.

Investment protection. How much money
does your laboratory waste buying soft-
ware that is not up to scratch? The invest-
ment in spectrometers operating in the
laboratory, like those used for raw materi-
als testing in the warehouse, has risen

dramatically during the past decade. How
successful have these purchases been?
Validation is a way of building quality into
a system; it increases the odds that the
spectrometer and its software will meet
expectations. Therefore, the investment
that an organization makes is protected
from purchase on a whim or, worse, from
the end-of-year slush fund spend. You
know the sort of thing — your boss puts
his or her head around the door and asks
if you can spend $100,000 in three weeks
(get three competitive quotes, assess the
systems, raise the purchase order, and
have the empty box delivered to stores
by the end of the financial year). Or

does this always happen in other
organizations?

Consistent product quality. The term prod-
uct quality can be used in the widest
scope: The product of a laboratory is in-
formation to make decisions. Therefore,
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Figure 1. Elements of a computerized system.
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from R&D laboratories, software valida-
tion is used to ensure that the results you
generate to support product development
are correct. A spectrometer can also be
heavily involved with manufacturing, and
it is important to know that data used to
release a product or accept raw materials
is also correct and can help to ensure
consistent quality of the final product.

Compliance with regulations. Both the
FDA (1) and the European Union (2) ex-
pect manual and computerized systems
to show equivalent quality. Good valida-
tion practices will ease or expedite regu-
latory inspections and audits and reduce
the risk of noncompliance. Confidence in
computerized data enables a good foun-
dation for management control, especially
throughout a multinational company, that
can be evidenced with better communica-
tion across teams and with regulators.
Furthermore, emphasis on the electronic
records and electronic signatures final
rule that we discussed in previous install-
ments in this series (3-5) affects spec-
trometers. You'll notice from surfing the
FDA web site that compliance with these
regulations is voluntary; however, with
most spectrometers having software, you
have already volunteered for compliance
with the electronic records part of these
regulations.

KEY TERMS AND CONCEPTS OF
COMPUTER VALIDATION

We need to get a number of terms and
concepts right before we start the de-
tailed journey into validation of your soft-
ware in the following installments in this
series.

What is validation? Process validation is
defined as establishing documented evi-
dence which provides a high degree of as-
surance that a specific process will consis-
tently produce a product meeting its
predetermined specification and quality
attributes (6).

This definition was modified by the
PDA for a computerized system: establish-
ing documented evidence which provides a
high degree of assurance that a specific
computer-related system will consistently
produce a product meeting its predeter-
mined specifications (7).

The key concepts in the last definition
above are
e documented evidence
e high degree of assurance
¢ predetermined specification.

There are other regulatory or quality
guidelines from the European Union (2)
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Figure 2. Complete testing of software is impossible (10).

and the Organization for Economic De-
velopment (8). Each regulation may have
slightly different requirements, but all
come down to the same series of require-
ments: In general, validation is concerned
with generating the evidence to demon-
strate that the system is fit for the pur-
pose for which you use it, it continues to
be so when it is operational, and there is
sufficient evidence of management con-
trol. This usually means that an action
must be documented. Another feature of
validation is to produce an auditable sys-
tem — having the appropriate documen-
tation to aid any audit or inspection.

The problem is how to respond to the
requirement for computer validation. Any
response should
e be scientifically sound
® be structured
¢ provide adequate compliance
e reflect the way you use the application.

This latter point is most important —
there is no point in validating a function of
a system that is not used. Equally impor-
tant is the fact that one laboratory’s use
of spectrometer software can be mark-
edly different from another laboratory’s
use of the same software.

Computer validation must give labora-
tory managers and users confidence in
the system first and foremost, second to
an internal quality audit, and third to an
external inspector. Inspectors audit the
laboratory on a periodic basis; all others
work in the laboratory and use its com-
puterized systems daily. The users must
have the confidence in a system above all
others; otherwise, your investment will
be wasted.

WHAT IS A COMPUTERIZED SYSTEM?
Virtually all spectrometers used in the
laboratory or in a production environ-
ment are classified as computerized sys-
tems. Figure 1 shows the key compo-

nents (7). It is important to realize early
in your project that if you are validating a
computerized system, you don’t just con-
centrate on the computer hardware and
software; validation encompasses more.

The elements that make up a comput-
erized system are a computer system and
controlled function within the context of
its operating environment. The computer
system consists of the following
elements.

Hardware. The elements that make up
this part of a computerized system are
the computer platform that the spectrom-
etry software runs on such as worksta-
tion or server plus clients, and so forth;
and any network components such as
hubs, routers, cables, switches, and
bridges. The system may run on a spe-
cific segment of a network or over a gen-
eral segment of it, along with any periph-
eral devices such as printers, plotters,
and connecting cables.

Software comprises several elements,
such as
e operating systems of the clients and
server
e network operating system
e application software (spectrometer soft-
ware) and any utility software such as a
database or reporting language.

The controlled function comprises the
following.

Equipment linked to the computerized
system, such as the spectrometer itself.
The interface can vary from a simple
transmission of absorption to more com-
plex spectra acquisition. Ideally, the
equipment connected to the data system
should be qualified as part of the overall
validation of the software; otherwise, how
would you know that you are generating
quality results?

Written procedures. Trained staff should
follow written standard operating proce-
dures (SOPs), as well as manuals, to op-
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Figure 3. System development life cycle.

erate the equipment and the data system
software.

To repeat, you must realize that valida-
tion is not just a matter of testing soft-
ware, calibrating, or testing the spectrom-
eter; a greater range of items needs to be
considered under the scope of validation.
To qualify your instrument and not vali-
date the software leaves you open to reg-
ulatory action.

PRINCIPLES OF COMPUTER VALIDATION
A number of principles should be fol-
lowed correctly during validation. A sum-
mary of the main ones follows; these are
intended as practical issues that have
arisen in the validation of computerized
systems.

System owner is responsible for validation.
The business owner of each system is re-
sponsible for the validation of that sys-
tem. Although others may carry out vali-
dation on behalf of the system owner, the
responsibility for validation cannot be
delegated.

Risk assessment. A key consideration at
the start of any computerized system pro-
ject is, “Does the system have to be vali-
dated?” If the system is to be used to gen-
erate regulatory data, then validation is
required; however, if it is used for re-
search purposes only, then validation is
not required. Undertake a formal risk
analysis and document the result.

Team approach. Validation generally re-
quires support from various functions
and levels within the organization — for
example, scientists involved in using a

system, system owner, quality assurance
and, if the system is networked, the infor-
mation technology (IT) department staff
responsible for maintaining the server.
All roles involved in validation must take
responsibility for validation.

Validation plan. There must be a formal
and approved validation plan for each sys-
tem. This plan needs to be written as
early in the project as possible to avoid
additional validation costs involved by
writing documentation retrospectively
that should have been written at the time
the activity occurred.

Document activities. All activities must
be documented in reviewable forms. To-
day this documentation can be in either
paper or electronic formats. It is not
enough to observe the result of an activ-
ity or test. The politically correct term for
this approach is “informally docu-
mented”; this leads to regulatory obser-
vations and warning letters.

The four eyes principle. All documents
should be written and reviewed by at
least two people (or two sets of eyes) to
ensure that they are correct from both
the technical and compliance
perspectives.

Document your requirements. Your user
or system requirements specification is
your map through the system develop-
ment life cycle. It prevents you from be-
ing seduced by technology or salesper-
sons. Without this document, you cannot
validate a computerized system.

Traceable requirements. All functions and
components of a system must be trace-

Circle 26,27
FEBRUARY 2001 16(2) SPECTROSCOPY 35



36 SPECTROSCOPY 16(2) reBRUARY 2001

Circle 28

vaasn e mraaneennnan FOCHS OH QEALETY

Figure 4. Modified system development life cycle to include operation, maintenance, and

retirement.

able to approved specification docu-
ment(s). Furthermore, it must be demon-
strated that these requirements are met
within the implemented system.

Vendor assessment/audit to assess soft-
ware quality. Vendors must be assessed
and, if necessary, audited. It is not ade-
quate that another organization has au-
dited the vendor; this must be performed
by your organization. Furthermore, it
cannot be assumed that products pur-
chased from vendors are validated,; all
products (including hardware, software,
and services) purchased must be
checked for validation according to ap-
proved procedures.

Predefined test results and acceptance cri-
teria. All testing must be based on com-
parison of actual results to expected re-
sults within defined and approved test
scripts. Furthermore, acceptance criteria
must be explicitly stated, not implied, and
based on sound scientific principles.

Documented operation. The documenta-
tion must show that the operation of a
system follows the system SOPs, identify
which SOPs must be followed by the
users, and reflect current working prac-
tices with the system.

Independent approval. The person ap-
proving key validation documentation
must be independent of the validation
team, the users, and the developers of the

system. A quality assurance involvement
from the beginning of the project is
essential.

Organized archive. An archive for valida-
tion documentation must exist and it
must be well organized. It must be possi-
ble for users to retrieve both physically
and electronically archived documents ac-
curately and quickly, or within 24 h as a
worst-case scenario. This is essential to
meet the requirements of 21 CFR 11
regulations.

Training and ongoing training. It must be
demonstrated that all users, managers,
technical support people, and IT opera-
tions staff are trained in and are familiar
with the system, as well as applicable reg-
ulations, on an ongoing basis. This will
require initial and ongoing training for all
types of users (system manager, supervi-
sor, user, and IT support staff).

Standard operating procedures. The sys-
tem must be operated using documented
and approved SOPs. Further, and cru-
cially, it must be possible to demonstrate
that users continue to use the docu-
mented SOPs over time.

Change management. Formal change
management and configuration manage-
ment procedures must be applied to all
configuration items of the system, such
as hardware, application software, system
software, training materials, SOPs, and all
documentation.
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System access defined. Logical and
physical access to the system, functions,
and data must be clearly defined and vali-
dated. This needs to be updated regularly
for compliance with 21 CFR 11 regula-
tions if changes are made to be accessi-
ble by users or if functionality is
increased.

Maintain validation. Once validated, a
system does not automatically stay that
way. The system owner needs to ensure
that the system remains under control.
Changes need to be validated or revali-
dated when they occur, after the impact
of the change has been assessed. More-
over, the system may need to be audited
internally to ensure that the validation
status has not changed.

ASSUMPTIONS AND MISCONCEPTIONS
OF VALIDATION

Many people are familiar with validation
in general terms; therefore, a range of as-
sumptions exists about it — many of
which are incorrect or false. To help
avoid these misconceptions, I will ad-
dress some of the more frequent ones in
this section.

We bought a validated system. False! Any
vendor product implemented in a particu-
lar environment becomes a unique item
because the combination of environment,
parameters, configuration, data content,
interfaces, user procedures, and so forth
are unique. Remember that the system
owner is responsible for validation and
that this cannot be delegated.

The use of certificates of “validation”
from vendors or “validation Kits” apply
only to the portion of the system develop-
ment life cycle for which the vendor is re-
sponsible. The system owner is responsi-
ble for the whole life cycle and, at best,
these materials provide a partial solution.

Partial validation of the system. You cannot
partially validate a computerized system
— it is either all (validated) or nothing
(unvalidated). See the FDA draft guid-
ance document of General Principles of
Software Validation for further informa-
tion (9).

Long-term use equals validation. The fact
that a system performs without problems
for an extended length of time does not
mean that the system is validated. To be
validated, a system requires documented
proof that it meets predetermined valida-
tion criteria. See also comment 65 of the
21 CFR 11 preamble (10) for further
details.

Validation is a one-off activity. Validation
is not a single event in a system’s life cy-
cle because changes to the system in-
evitably occur — for example, upgrade of
the application software or operating sys-
tem. Therefore, ongoing revalidation of a
system is required until the system
ceases operation.

The data generated by the system need
to be available for a batch’s shelf-life plus

one year for GMP data or 15 years after
the last launch in the last country for a
system operating in research and devel-
opment, especially in the light of

21 CFR 11.

Validation does not need documentation.
Oh, yes it does! All activities contributing
to validation of a system must be proven
to have taken place — that is, docu-
mented either in paper or electronic
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means. If it’s not written (approved and
reviewed), it’s a rumor.

GMP = giant mass of paper. The docu-
mentation needed to validate a system is
little, if anything, more than that required
for good practice delivery of a computer-
ized system not requiring validation. Fur-
thermore, references to vendor documen-
tation can be used when these references
include author, title, date/release num-
ber, and location.

Validation equals software testing. Wrong
again! First, a system includes more com-
ponents than just software — for exam-
ple, procedures, hardware, documenta-
tion, and people. Second, activities other
than testing are needed to prove system
functions as desired — for example, sys-
tem specifications.

Requirements are not needed. The defini-
tions of validation above explicitly state
that system requirements are required.
In the absence of requirements:

e We cannot be certain which functions
to specify to meet business needs.

e A system cannot be qualified to see if it
meets these business needs.

Just a documentation exercise. It is not
adequate to simply document validation
features retrospectively. Validation must
be proactively specified into a system.
Furthermore, it must be demonstrated
that using the system in practice contin-
ues to meet designed-in validation fea-
tures — for example, that SOPs are being
followed.

Validation is a job for IT or quality assur-
ance/quality control. Validation is the re-
sponsibility of the users of the system —
in particular, the system owner who is
legally responsible for validation. You
can’t delegate this responsibility except in
the case of incompetence.

Regulatory hodies don’t care about IT sys-
tems. Wrong yet again! There are increas-
ing trends both to inspect IT systems and
in the level of sophistication of such in-
spections. This situation is especially true
with 21 CFR 11 regulations and the re-
sulting warning letters.

COMPUTER VALIDATION ROLES AND
RESPONSIBILITIES
There are three key roles in validating a
spectrometer data system from a labora-
tory perspective: the users, quality assur-
ance, and IT, where appropriate. I will de-
scribe each role, along with an outline of
its responsibilities.

Users: responsible for the overall valida-
tion of the system, which is achieved by

defining the system’s functions, selecting
the system, verifying its installation, and
defining and executing the validation
plan. Users will need to have SOPs writ-
ten for operating and supporting the ap-
plication, the user base must be trained,
and users must ensure that the complete
documentation of the system is available
for audit and inspection. Although end
users are responsible for these areas,
they need help, advice, and support in
this. Active support by management is es-
sential for making the resources available
for the validation effort and to take the re-
sponsibility for authorizing the use of the
system in the regulated environment.
Furthermore, management personnel
must encourage the participation of the
quality assurance (QA) staff in this
process.

Quality assurance: responsible for assis-
tance in interpreting regulatory guide-
lines for computerized systems and how
they apply to the spectrometer software.
QA will review the key documentation
produced during the validation effort.
Monitoring of the testing and validation
efforts and offering assistance in develop-
ing SOPs are additional roles and respon-
sibilities for QA staff. If there are any ven-
dor audits to be undertaken, then QA
personnel should be involved in the plan-
ning and execution of this activity. Some
QA personnel may not be very computer
literate, but this must change as many
regulations involving computerized sys-
tems require the active involvement of
the QA staff.

Information technology: responsible for
help in the purchase, installation, and op-
eration of the spectrometer software for
systems running on a network. If a group
is not available or the users take on this
role, then the responsibilities outlined
here will be transferred to the users. Re-
sponsibilities will include running the
hardware and software, backups, resolv-
ing problems, and so forth. However, in
offering support for a regulated spec-
trometer software, the IT group becomes
bound by the regulations or guidelines
under which the laboratory works. What
is not often realized both by the users
and the information services group is
that any unauthorized change to the oper-
ating system or network will make a vali-
dated spectrometer software noncompli-
ant. We'll come back to this area in the
next installment in this series.

External roles may also be involved, in-
cluding:
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e System vendor: The system vendor
should help with advice on the sizing of
the system, hardware needed for good
performance, assistance with vendor au-
dits, and help with qualification of the sys-
tem (installation qualification and opera-
tional qualification only).

¢ Consultants for advice on the overall
validation process or specific portions of
it.

PROBLEMS WITH VALIDATION
A number of problems with validation
exist.

Self regulation. Regulatory agencies take
the view that the end users of a spectrom-
eter software are responsible for its vali-
dation. The agencies will audit the system
and will inform you if there are any prob-
lems with the work you have done. This
is not satisfactory because the end users
can rarely perform more than black box
testing unless they have detailed knowl-
edge of the design specification of the
system and the aid of skilled computer
scientists.

What am I to do? This leads to the prob-
lem of how to interpret the guidelines in a
cost-effective approach to validation. Of-
ten many iterations of trial and error can
be involved, wherein validation is either
overengineered or not sufficiently
rigorous.

Complete testing of a system is a myth. Un-
less the system is very simple, it cannot
be completely tested. This was demon-
strated by the work of Boehm (11) who
described the simple program flow seg-
ment shown in Figure 2. The number of
conditional pathways, and therefore pos-
sible tests, of the software in this seg-
ment was calculated to be 102, If one
makes an absurd assumption that one
test per second can be conceived, de-
signed, executed, and documented, then
it will take more than three times the geo-
logical age of the earth to validate this
program segment. Unfortunately, most
spectrometer software is far more com-
plex, therefore procedures to record and
fix errors are very important, as we'll dis-
cuss in a later installment of this series.

Consistency of audit. The human element,
in the form of what will pass without com-
ment with one inspector or auditor but
not another will never completely disap-
pear. The computer literacy of inspectors
is increasing and with this will come in-
creased scrutiny of computerized sys-
tems, including spectrometer software,

far more so than now. However, consis-
tency of regulatory approach and inspec-
tion is highly desirable.

FDA FORM 483 AND WARNING LETTERS
To gain a greater understanding of regu-
latory requirements, either a quick Inter-
net trip to www.fda.gov or reading of se-
lected issues of the Gold Sheet (12) is
highly recommended. In the electronic
reading room is a list of warning letters
issued since 1996-97. Here you can see a
Regulatory Authority in action. The cita-
tions associated with computer validation
can be grouped into six categories (13):
e evidence of management responsibility
e evidence of system design and control
of the design
e evidence of testing
e evidence of training
e evidence of audit and review
e evidence of document control.
Validation must address all of these is-
sues, not only during the development of
a system, but also during its operational
life.

SYSTEM DEVELOPMENT LIFE CYCLE
AND VALIDATION

Several models of the system develop-
ment life cycle (SDLC) exist. The best
one in my opinion is shown in Figure 3
and is known as the V model. A number
of features are implicit in this, as ex-
plained here.

Design, build, and test. The first feature is
the very simple concept of designing,
building, and testing the application. The
left-hand side of the V is concerned with
designing the application; in our case the
spectrometer software, but the model ap-
plies to any application. The bottom of the
V is the system build: the programming
of the units and modules and the right-
hand side covers the stages in the testing
and user acceptance (qualification) of the
application.

Individual stages. Figure 3 also shows
the individual stages of the V model life
cycle:

e User requirements specification: speci-
fies what the user wants the system to do.
This is the basis of the user acceptance
testing and qualification of the system.

¢ Functional design: This takes the user
requirements and turns them into a com-
puter programmer’s view of the design
for the system. This important stage re-
quires the crossing of disciplinary bound-
aries: scientist to computer programmer.
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From a vendor’s perspective, the require-
ments of many laboratories are taken and
incorporated into this document so that
they can produce a product having as
much appeal as possible to a wide range
of potential customers.

¢ Design specification: further decompo-
sition of the system design into individual
units and modules of code. The function
of each will be described, the inputs and
outputs defined, and the integration of all
to produce the overall system.

e System build: the actual programming
of the system, which should involve pro-
gramming standards to ensure that the
code can be easily maintained and up-
dated in the future.

¢ Unit and module testing: As each unit
and module is completed it should be
tested, first by the programmer who
wrote it and then by a second indepen-
dent person. As units are integrated into
modules, the modules will be tested and
some of the unit rests reapplied to see if
functions have changes (regression
testing).

o System testing: When all modules have
been assembled into a system, a build
version is usually tested in-house (alpha
testing). When the vendor is reasonably
happy with the functions, it will be re-
leased to selected users for beta testing
and feedback. When all functions are
working and it is relatively bug-free, the
build is formally released as the next ver-
sion and is available for distribution.

e Qualification: The new software is in-
stalled and the users test or qualify it to
see if it is fit for purpose.

Time spent per stage. The model in its
simplest form illustrates a flow down the
left-hand side and up the right-hand side
of the model. No feedback loops are
shown in any of the figures illustrating
the model in this article; however, do not
be misled — feedback loops exist. The
number and extent of them depend on
the time the user or vendor has spent on
the various stages. The more time spent
in the design stages means that the build
and test will go more smoothly and
quickly.

Rushing the design to meet a deadline
may mean that items are incorrectly spec-
ified or left out, which may not be discov-
ered until the test stages of the applica-
tion development. Design or specification
of a spectrometer is the inexpensive part
of the life cycle for both the chemist and
the vendor. Missing or cutting short this

GERLETY

stage means that either or both parties
pick up the bill!

Relationships between stages. The V
model is very useful for highlighting the
relationships between the stages of the
life cycle. Figure 3 shows these in outline:
at the horizontal level there is a relation-
ship between the design side to the test-
ing side. For example, the design phase
is related to the corresponding unit and
module test phase. The design specifica-
tion will outline the individual units and
modules that will be coded, along with
their functions. It will also outline which
individual units and modules will com-
bine (inputs and outputs between them,
and so forth) to form the whole system.
Therefore, the unit and module tests that
are applied will base their test design and
acceptance criteria on the specifications
in the design document.

This relationship also applies to the
other horizontal pairs in the model: func-
tional specification and system test, and
user requirements specification and quali-
fication. This last pair is important from
the perspective of the users because the
User Requirements Specification defines
the tests and their limits to be carried out
in the qualification or user-acceptance
testing. We will discuss this later in the
series.

The design stages on the left-hand side
of the model represent a decomposition
of the problem: requirements in the URS
are broken down into functional require-
ments and then into design requirements
for individual units and modules of de-
fined function. After programming, the
test stages of the model on the right-hand
side illustrate the building from these
modules into a system ready for user-
acceptance testing.

User and supplier responsibilities: It is un-
likely that you will be developing your
own spectrometer software; therefore,
you will be purchasing a commercial sys-
tem from a vendor. The V model is very
useful in highlighting the responsibilities
between the two parties. The users are
responsible for the URS and the qualifica-
tion or user-acceptance tests, while the
vendor is responsible for the remaining
stages of the life cycle. This is illustrated
in Figure 3 by the horizontal line: above
the line is the user’s responsibility and
below it is the vendor’s. Again, we'll re-
turn to this area in later columns.

Limitations of the V Model. Although the V
model looks good, there are some limita-
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tions to its use. As you can see, the model
only covers the initial development of a
system from the user specification until it
becomes operational. For this it is very
good, but it represents only a small frac-
tion of the total time that a system is
used. Some data systems can be opera-
tional for 10 or more years (including up-
grades of the spectrometer software and
the hardware platform); therefore, there
should be a mechanism to accommodate
this in the model.

The following life cycle phases are
missing from the V model:

e Operation: A number of tasks such as
backup, recovery, change control, config-
uration management, archiving, and
restoration need to be covered in this
part of the life cycle.
¢ Maintenance: Every time an upgrade
or change to the system is considered,
this part of the life cycle will be invoked.
e Retirement: When a system is finally
retired and the data are moved to a new
system or archived, there is no mecha-
nism in the current model.

Therefore, to accommodate these later
phases of the life cycle, the V model

could be modified to look like Figure 4.
For the documented evidence we need
for validation, we can take this SDLC
model and map onto it the documentation
that could be produced in the life cycle
and show their relationship to the life cy-
cle. The documents that could be pro-
duced are listed below. The key ones are
discussed in more detail in the next in-
stallment of this series; Table I provides
an outline description of the function of
each document.
e validation plan
e project plan

Table 1. Validation package documentation.

Document name

OQutline function in validation

Validation plan

Project plan

User requirements specification
(URS)

System selection report
Vendor audit report and
vendor quality certificates
Purchase order

Installation qualification (1Q)
Operational qualification (0Q)
Performance qualification (PQ)
test plan

PQ test scripts

Written procedures

User training material

Validation summary report

Documents the intent of the validation effort throughout the whole life cycle
Defines documentation for validation package

Defines roles and responsibilities of parties involved

Outlines all tasks in the project

Allocates responsibilities for tasks to individuals or functional units
Several versions as progress is updated

Defines the functions that the spectrometer and software will undertake
Defines the scope, boundary, and interfaces of the system

Defines the scope of tests for system evaluation and qualification
Outlines the systems evaluated either on paper or in-house

Summarizes experience of evaluation testing

Outlines criteria for selecting chosen system

Defines the quality of the software from vendor’s perspective (certificates)
Confirms that quality procedures matches practice (audit report)
Confirms overall quality of the system before purchase

From vendor quotation selects software and peripherals to be ordered
Delivery note used to confirm actual delivery against purchase order
Defines the initial configuration items of the spectrometer software
Installation of the components of the system by the vendor

Testing of individual components

Documentation of the work carried out

Testing of the installed system

Use of a vendor’s protocol or test scripts

Documentation of the work carried out

Defines user testing on the system against the URS functions

Highlights features to test and those not to test

Outlines the assumptions, exclusions, and limitations of approach

Test script written to cover key functions defined in test plan

Scripts used to collect evidence and observations as testing is carried out
Documents the predefined acceptance criteria and if they have been met or not
Procedures defined for users and system administrators

Procedures written for [T-related functions

Practice must match the procedure

Initial material used to train super users and all users available

Refresher or advanced training documented

Training records updated accordingly

Summarizes the whole life cycle of the system and software

Discusses any deviations from validation plan and quality issues found
Management authorization to use the system
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¢ user requirements specification

e system selection report

e vendor audit report

¢ vendor quality statement

e purchase order

¢ installation qualification documentation
e operational qualification documentation
¢ performance qualification test plan

e performance qualification test scripts

e SOPs

e user training

e validation summary report.

Taken together, this documentation
will provide the validation package to sup-
port the contention that the spectrometer
and its software are fit for purpose. Note
that this is a suggested minimum list; you
may write fewer or more documents than
outlined here. The extent that you differ
will depend on the amount of regulatory
risk that the organization or laboratory
management wishes to carry.
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