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Validation of Spectrometry Software

Part II: Roles of the Validation Plan and User Requirements Specification

n this month’s column we will explore

why the user requirements specifica-

tion (URS) and the validation plan are

so important for the validation of spec-

trometry software, and we’ll cover the
specification and system selection from a
software perspective.

In the first installment of this series, we
looked at the system development life cy-
cle (SDLC) and some validation concepts
(1). One concept was that validation is a
process that covers the entire system de-
velopment life cycle: Once started, you
can’t stop. Now we will look in more de-
tail at the first part of the SDLC.

THE WAY IT WAS

In the past, the spectrometer and soft-

ware were purchased and then, just be-

fore they were put into operational use,
someone thought about validation. Some
common questions may have been

e Have we validated the system? No.

¢ Does it matter? Probably.

e Will we get caught? Don’t even think
about answering no to this question.
Considering validation at such a late

stage of the life cycle will mean a delay in
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going operational, thus failing to gain
benefit from the investment in the instru-
ment or going live with no regulatory
coverage. It depends on your approach to
risk and if can you sleep at night.

THE WAY IT SHOULD BE

However, as we discussed in the previous

article in this series, a proactive approach

to validation is necessary and, if done

right, will actually save you money by en-

suring that you buy the right instrument

for the job. So we'll start at the beginning

and look at the first stages of the life cycle:

¢ Defining and controlling the validation
throughout the whole life cycle (writ-
ing the validation plan).

e Specifying what you want the system
to do (writing a user requirements
specification).

¢ Selecting the system using the require-
ments defined in the URS as the basis,
rather than “the salesperson bought
me a good meal.”

Defining and controlling the overall valida-
tion. The validation plan is one name for
the document that controls the validation
effort for your spectrometer software.
However, the name for this document
varies from laboratory to laboratory. It
may be called the validation plan, master
validation plan, validation master plan, or
quality plan.

Regardless of what you call this docu-
ment in your organization, it should cover
all the steps you are going to take to
demonstrate the quality of the spectrome-
try software in your laboratory.

Ideally the validation plan should be
written as early as possible in the life cy-
cle to define the overall steps that are re-
quired as well as the documents to be pro-
duced during each phase of the life cycle.
There are different approaches to writing
validation plans, and the document can be
written in several stages in the life cycle.

I'll outline my philosophy and rationale
now and you, dear reader, can accept this
as is, modify it, or ignore it.

First, you should write the validation
plan as either the first or second docu-
ment in the life cycle; I advise writing it af-
ter the first or second draft of the URS to
incorporate any implementation or roll-out
issues in the overall validation strategy.
The rationale for this approach is that the
validation plan provides documented evi-
dence of intent of the validation. The doc-
ument will set out the overall strategy of
the validation and define the life cycle
phases and the documented evidence that
will be produced in each phase. If you
leave writing the validation plan until later
in the project, one or more phases of the
life cycle will have passed and you may
need to write documents retrospectively.
Furthermore, you'll be out of compliance
with 21 CFR 11.10(k) (2), which requires
a time-sequenced audit trail of systems
documentation.

Content of a validation plan. The purpose
of a validation plan is to provide docu-
mentation of intent for the whole valida-
tion, including a definition of the life cycle
used, documentation to be produced dur-
ing the each stage of the life cycle, and
roles and responsibilities of everyone in-
volved in the project.

To provide a better perspective, the
content of a validation plan is listed in the
sidebar. It is based on the Institute of
Electronic and Electrical Engineers
(IEEE) standard for validation and verifi-
cation plans (2).

This document is important because it
defines what you will do in the validation,
and you will be judged against it when
your operation is inspected. Therefore,
read and understand it well — don’t write
the plan and forget it, because what you
plan does not always come to pass. Usu-
ally deviations from the plan occur that
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you’'ll need to record, such as
documents not written, new doc-
uments required that have not
been specified, or parts of the
life cycle omitted or modified.
These changes will need to be
noted under the deviation proce-
dure that you have in place in
the plan. Noting the changes
sounds like a pain, but once the
principles are understood, it is
relatively simple to do.

DESIGN: THE URS

How much money have you
wasted on purchasing spectrom-
eters that were not fit for pur-
pose, did not do the job you
wanted, or used software that
was not up to snuff? From a busi-
ness perspective, a document
that says what you want the in-
strument and software to do will
be beneficial, because you'll
have a better chance of selecting
the right instrument and
software.

From a regulatory perspec-
tive, remember that the defini-
tion of validation presented in
the first part of this series (1) in-
cluded that phrase “predefined
specifications.” The document
that provides the laboratory with
the predefined specifications for
the spectrometer and the soft-
ware is the URS. Without this
document or an equivalent, you
cannot validate your spectrometer soft-
ware, because you don’t have a prede-
fined specification and therefore there is
nothing to test against. This is particu-
larly important when you consider which
electronic record and electronic signa-
ture functions are pertinent to define and
test for the way that you will use the
instrument.

The URS provides the answer to the
question, What do you want the system to
do? This makes the assumption that you
know what you want the system to do.

A well-written URS provides several
specific benefits. For one thing, it serves
as a reference against which off-the-shelf
commercial products are selected and
evaluated in detail and any enhancements
are defined. Also, you are less likely to be
seduced by technology or buy a poor sys-
tem. Furthermore, the URS reduces the
total system effort and costs, because
careful review of the document should re-

veal omissions, misunderstandings, and
inconsistencies in the specification. This
means that they can be corrected easily
before you purchase the system. Finally,
a well-written URS provides the input to
user acceptance test specifications and
qualification of the system.

General guidelines for a URS. A user re-
quirements specification clearly and pre-
cisely defines what the customer (that is,
you) wants the system to do, and it
should be understood by both the cus-
tomer and the instrument vendor. The
URS is a living document and must be up-
dated, via a change control procedure,
throughout the computer system life cy-
cle. After purchase, when you upgrade
the software, also update the URS to re-
flect the changes and new functions in
the latest version.

A URS defines the functions to be car-
ried out, the data on which the system
will operate, and the operating environ-

ment. Ideally, the emphasis is

on the required functions and

not the method of implementa-
tion, as this may be the identifi-
cation of a solution. The aim of

a URS is to make a statement of

requirements rather than a

statement of a potential solu-

tion. This allows users to look
objectively at software from dif-
ferent vendors and make an ob-
jective decision as to which sys-
tem is required.

Nature of the URS. The URS
should address the following
basic issues:
¢ Functionality: What is the sys-
tem or function supposed to do?
¢ External interfaces: How
does the system interact with
other systems and the users?

e Performance: What are the

speed, availability, and response

time of the various functions of
the system?

o Attributes: What are the secu-

rity considerations of each

function?

¢ Design constraints: Must the

system work on specific hard-

ware or use an operating sys-
tem, and are these consistent
with your organization’s
standards?

e Prioritization: All require-

ments are ranked for impor-

tance as either mandatory or

desirable (respectively, you
must use the system, or it would sim-
ply be nice to have it).

The URS should form the basis of the
solution to be delivered by the selected
vendor. If this does not happen, you can
leave yourself open to a poor-quality prod-
uct because either you don’t know what
you want the system to do or you can’t ar-
ticulate this need to the vendor.

Writing the specification. The following
guidelines should be followed during the
production of the specification:
¢ Each requirement statement should be

uniquely referenced and no longer

than 250 words.

e The URS should be consistent; there-
fore, requirement statements should
not be duplicated or contradicted.

® The URS should express requirements
and not design solutions.

e Each requirement should be testable
(this allows the tests to be designed as
soon as the URS is finalized).
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Table I: Example Specification of Audit Trail Requirements for Spectrometer Software
Requirement  Spectrometer Data System Priority
Number Feature Specification (M/D)*
5.1.01 The system software requires an audit trail to monitor

the creation, modification and deletion of all electronic

records generated and managed by the system. M
5.1.02 The audit trail covers all acquisition, control, calibration,

calculation, display, reporting, and export functions and

includes all file handling options such as open, copy, edit,

rename, and delete. M
5.1.03 The audit trail is able to support the system during normal

operation without an excessive system overhead or loss

of performance. D
5.1.04 The audit trail once invoked cannot be switched off. M
5.1.05 Archival of electronic records will have an audit trail entry. M
5.1.06 Selected portions of the audit trail must be made available

either by printing or viewing. These partial audit trail reports

must be made available in a portable electronic format for

use by regulatory agencies. D
5.1.07 The audit trails must be maintained for as long as the

electronic records they correspond to exist. M
5.1.08 When a record is changed, all previous versions must be

readable or available for inspection. M
*Mandatory or desirable

¢ Both customer and vendor must under-
stand the document; therefore, jargon
should be avoided, and key words
should be defined in a specific section
in the document.

e Requirements should be prioritized as
mandatory or desirable.

¢ The URS should be modifiable, but
changes should be made under a for-
mal control procedure.

A URS s correct if every requirement
stated has only one interpretation and is
met by the system. Unfortunately, this is
rare.

Organizing requirements: Go with the work-
flow. A URS can be extensive unless you
plan well, so careful consideration should
be given to organizing requirements in
the easiest manner to understand. The
best framework for writing a user re-
quirements specification for most spec-
trometers is to follow the process or
workflow that the data system will be
automating. Therefore, if you have
mapped the process, it makes an ideal
prompt for the URS because the require-
ments can be defined against each activ-
ity in the process.

This idea of documenting what we
want in sufficient detail sounds great, but
it means more work, doesn't it? Yes, that
is true, but consider the benefits. The
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more time you spend in the specification
and design phase getting your ideas and
concepts right, the quicker the rest of the
life cycle will go if you know what you
want. You will get a spectrometer and as-
sociated software that meet your require-
ments more fully, and there will be less
chance later in the life cycle of finding out
that what looked good early on does not
meet certain key requirements now.

Contrast this to selecting a spectrome-
ter with no user requirements. (This bit
should be easy, because we have all done
it.)

Don’t forget the instrument specs! In this
series we'll concentrate on the software
elements, but don’t forget the instrument
itself. The software and the instrument
must be an integrated system. So, the in-
strument specification also needs to be
included in the overall URS. What operat-
ing requirements do you need from the
spectrometer, such as mass range and
resolution or wavelength? Get them down
in the URS.

A specific example. Table I shows an ex-
ample of what a URS could look like. It
defines the requirements for audit trail
functionality in the spectrometer software
to meet Part 11 requirements. Looks im-
pressive, doesn’t it? Look at the table and
you'll see that each requirement is
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uniquely numbered (not bad), short
(good), and prioritized (getting better).
However, 21 CFR 11 states that every
change must not overwrite the original
result and must include the name of the
user, along with date and time of the
change. This is not mentioned in this
specification (bummer!). So be careful,
specify the system, and review it carefully
or something essential may be missed.

SYSTEM SELECTION: PART ONE
Because your requirements for the over-
all system are contained in the URS, the
document can be used as a basis to
design the tests to evaluate the various
systems offered by vendors. Can the sys-
tems offered meet your requirements, es-
pecially for the mandatory functions? Us-
ing the URS requirements for system
selection helps ensure that the system se-
lected matches your business needs.

Don’t forget that the tests you use for
system selection should also include com-
mon problems that you know happen in
your laboratory. What happens when
samples are switched and you notice the
error only after the analysis? Can the sys-
tem handle the changes easily and with
suitable audit trail entries?

The system you select will be based on
the practical experience of using it in
your laboratory environment. However,
before you sign on the dotted line, you
may want to make sure that the software
was developed in a quality manner
through a vendor audit.

VENDOR CERTIFICATES AND AUDITS
Many spectrometer vendors will be certi-
fied to ISO 9000 of some description and
will offer you a certificate that the system
conforms to its quality processes. This is
fine, but please remember that no re-
quirement for product quality exists in
any ISO 9000 schedule, and if you look at
the warranty of any software product,
there is no guarantee that the software is
stated to be either fit for purpose or error
free. The certificates are fine, but if the
system is critical to your operation, my
advice is to consider a vendor audit.

The vendor audit should take place
once the product has been selected. The
purpose is simply to see if the ISO 9000
quality system is operated effectively. The
evaluation and audit process is a very im-
portant part of the life cycle, because it
shows whether design, building, and test-
ing stages (which are under the control
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of the vendor) have been checked to en-
sure compliance with the regulations.
The audit should be planned and should
cover items such as the design and pro-
gramming phases, product testing and re-
lease, documentation, and support; a re-
port of the audit should be produced after
the visit. Two published articles have cov-
ered vendor audits in more detail (3, 4).

The minimum audit is a remote vendor
audit using a checklist that the vendor
completes and returns to you. This is
usually easy to complete, but the writer of
the checklist must ensure that the ques-
tions are written in a way that can be un-
derstood by the recipient, because lan-
guage and cultural issues could affect a
remote checklist. Moreover, there is little
way of checking the answers you receive.
However, for smaller software systems —
and some spectrometers fall into this cat-
egory — a remote audit is a cost-effective
way of getting information on how a ven-
dor carries out its development process,
so long as you know and understand its
limitations.

© e 0 0000000000000 0000

SYSTEM SELECTION: PART TWO

If the vendor audit, price quote, instru-
ment, and software are all acceptable,
you'll be raising a capital expenditure
request (or whatever it is called in your
organization) and then generating a pur-
chase order. The quote and the purchase
order are a link in the validation chain;
they provide a link into the next phase of
the validation life cycle: qualification. The
purchase order is the first stage in defin-
ing the initial configuration of the system,
as we'll discover in the next article in this
series.
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“Tutorial” continued from page 34

shouldn’t be taken for granted that they
can all handle changes in operating con-
ditions and matrix components with the
same amount of ease. The most notice-
able problems that have been reported
include spectral peaks of the cone mater-
ial appearing in the blank (9); erosion or
discoloration of the sampling cones;
widely different optimum plasma condi-
tions for different masses (10); and in-
creased frequency of tuning the ion op-
tics (8). Of all these, probably the most
inconvenient problem is regular opti-
mization of the lens voltages, because
slight changes in plasma conditions can
produce significant changes in ion ener-
gies, which require regular retuning of
the ion optics. Even though most instru-
ments have computer-controlled ion op-
tics, it becomes another variable that
must be optimized. This isn’t a major
problem but might be considered an in-
convenience for a high-sample through-
put lab. There is no question that the
plasma discharge, interface region, and
ion optics all have to be designed in con-
cert to ensure that the instrument can
handle a wide range of operating condi-
tions and sample types. The role of the
ion optics will be discussed in greater de-
tail in the next installment of this series.
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